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Boardroom perspectives on risk
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This report explores perceptions of business risk amongst board members of the
largest companies operating in Poland. It was prepared by the editorial feam of the
daily newspaper Rzeczpospolita in co-operation with global law firm Clifford Chance,
and is based on a survey carried out in November and December 2020. This Polish
survey revisits the key themes researched in a global survey produced by Clifford

Chance and The Economist Intelligence Unit (EIU) in 2019 on aftitudes to risk
in the global business community.
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The global events of the last
year have underscored the
essential importance of risk
management. A comparison of
the frends of Rzeczpospolita's
survey with the pre-pandemic
global survey highlights the
complex environment
businesses are operating in.. For
example, whilst we have learnt
that globally the imporfance of
financial risk in the daily
operation of their companies is
high on the agenda, Polish
boards place more emphasis on
legal risks - perhaps
unsurprising during the
COVID-19 pandemic, which
brought in sweeping regulatory
changes. In addition, the
appreciation of cyber risk in
Poland is still somewhat lower
than in the infernational
community, whilst the role of
ESG (Environmental, Social and
Governance) factors is
increasingly important.
Pro-active and considered risk
management, despite the
current economic challenges, is
an important issue for Polish
boards, and further investment
in it will translafe into greater
security, business efficiency
and competitive advanfage.
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COVID-19

has increased
the importance
of financial risk

KATARZYNA KUCHARCZYK

The risk mentioned most fre-
quently by the Polish board mem-
bers we surveyed was the pan-
demic, which hit - with varying
degrees of force - all businesses.
Economic turmoil has affected all
aspects of businesses, from pro-
duction capacity and the provision
of services to relationships with
suppliers and customers. So, it is
not surprising that 82.1% of those
surveyed said that they were de-
voting most attention to the risks
associated with COVID-109.

usinesses say that the pan-
B demic has required signific-

ant changes, including deal-
ing with the challenges of remote
working. Risk management under-
scores everything, from the safety
of employees and customers to the
continuity of production and ser-
vices.

he experience of the restaur-

I ant and food services sector
has been particularly pain-

ful because of the scale of
changes, the uncertainty concern-
ing basic rules of operation and
their long duration - beginning
with the introduction of, in prac-
tice, an immediate ban on Sunday
trading and ending with the im-
pact of the pandemic. I am con-

How important will financial risk become for you over the next fwo years?

(percent)

More important
27,94 ]

4,41

Equally important
60,29

7,35

Will remain unimportant

Less important
Source: Rzeczpospolifa survey and calculations

vinced that after the pandemic,
awareness of risk management
will improve amongst a larger
number of businesses. However,
I'm not certain that it will trans-
late into more effective risk
management,” said Sylwester
Cacek, President of the Board of
Sfinks Polska.

hose surveyed often high-
I lighted problems with
business continuity and
suspended investments. Financial
risk was the second most frequent
issue mentioned by respondents
- with almost 48% devoting the
most attention to it. Interestingly,
when looking at the Clifford
Chance global risk survey with
the EIU,, prepared before the
pandemic, more than half of the
board members surveyed high-
lighted the key importance of
financial risk for their businesses.
Our recent survey with in Poland
with Rzeczpospolita indicates
that more than 60% of companies
believe that financial risk will be
as important for them over the
next two years as it is now, while
almost 28% expect it to be more
important.

here is a high level of financial
I risk awareness amongst our
bank's customers. During the
pandemic, financial risk has mater-
ialised for some customers, result-
ing in a temporary suspension or
limitation of their business. Finan-
cial risk managementis an inherent
element of doing business and in-
volves the appropriate formation of
sources of financing - the level of
equity and credit. Use of credit en-
ablesrapid growth and anincreased
scale of operation, but it is equity
that acts as the security buffer in
situations of unexpected changes
causing falls in revenue or limited
liquidity," explained Krzysztof
Drewniak, Director of Regional
Credit Risk at ING Bank Slaski.

Which of the following risk categories is your board currently

focusing on? (percent)

Risk associated with coviD-19 [ NN 81,16

Financial risk (i.e. problems associated with

financing, violation of financial commitments, efc.) 47,83
Legal/regulatory risk 46,38

Cyber risk 20,29 .

Environmentfalrisk = 13,04 :3

Health and safety = 13,04 E

Ryzyko utraty reputacji || 10,14 g

Political risk (political influences, s 4 5 4 a

change of government, re-nationalisation, efc.) 0,14 ?;L

Other | 8,70 g

Pressure from shareholders = 4,35 f

Pressure from the public and consumers = 2,90 3
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The adverse financial
consequences of the restrictions
infroduced to combat the
effects of COVID-19 have
affected almost all businesses.
Firstly, there was the risk of loss
of financial liquidity, which the
State is attempting to minimise
through various types of
financial aid programmes for
businesses. Financial creditors
play an important role as they
offer their clients credit holidays,
temporarily suspend
examination of financial
indicators and conclude
temporary stand-still
agreements covering future
payments. Current and forecast
financial liquidity, understood
primarily as payment capacity, is
currently the number one topic

SHUTTERSTOCK

on the agenda at board
meetings of many businesses.
Operating under COVID-19
conditions - including action
aimed at minimising the risk of
losing financial liquidity - has
demonstrated fo many
businesses, fo a lesser or
greater extent, the cost-related
problems of their business
operations, which directly
franslate into financial risk. It
was not unusual for those
problems to exist before, but as
a resulf of the pandemic they
have become more apparent.
Liquidity support from the State
and various concessions on the
part of creditors have given
businesses the opportunity and
the time to deal with these
problems. However, businesses
that do not manage to do this
and that are affected by liquidity
problems need fo promptly
begin falks with their key
stakeholders concerning new
conditions of capital and debt
financing to avoid the domino
effect of actions by creditors. In
this regard, the
"Recommendation of the Polish
Bank Association on Good
Practices for Business
Restructuring Processes” may
prove helpful. The aim of the
Good Practices is to ensure the
effectiveness of falks with key
stakeholders by improving their
efficiency, predictability and
reach.
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Organisational

changes

INn businesses are
driven by regulations

The survey confirms the import-
ance of the role played by regula-
tions in the development of a
business's risk management
strategy. More than 46% of those
surveyed mentioned legal and
regulatory risk as the main threat
to their organisation This is a
higher percentage than we have
seen in other similar studies
globally. Of firms operating in
Poland,47% believe that this risk
will increase over the next two
years.

ssessing legal risks and the
Aeffect of legislative changes

on the operations of firms,
especially large ones, has for years
been one of the main tasks of
boards. Increased awareness in
this regard has been forced on
them by the pandemic. As aresult,
boards expect their legal depart-
ments to provide not only effect-
ive regulatory advice but also ef-
fective systems to monitor legis-

Industries that fear regulatory risk
the most

0il & gas

4
Finance @

IT

lative changes, combined with an
analysis of their impact on the
day-to-day operations of the or-
ganisation," says Malgorzata Wo-
jnowska, Director of the Legal and
Compliance Department at Zabka
Polska.

ur analysis shows that legal
O risk is of greatest importance

to businesses in the oil & gas,
mining, IT and financial sectors.
This is not surprising, given that
these are the most heavily regu-
lated sectors. Changes to the
complicated regulatory framework
related to concessions and licences,
conditions of contracts being per-
formed, the provision of financial
services, tax law, or the risk of
economic sanctions, are examples
of the problematical areas high-
lighted by the companies surveyed.
More than half those surveyed also
noted the risk associated with the
costs businesses incur in connec-
tion with penalties imposed by the
regulatory authorities and any liab-
ility for damages.

e asked respondents
whether the fear of the
legal risks had led to any

major changes in their organisation
in the past five years. The clear
majority said yes, pointing out, in
particular, the necessity of imple-
menting data privacy policies. This
isrelated to the increasing import-
ance of data in the functioning of a
business, and on the entry

into force of the General Data

Protection Regulation in May

How important will legal/regulatory risk become for you over the next

two years? (percent)
47,06 38,24
More important Equally
important

Source: Rzeczpospolita survey and calculations

1,47

8,82 441
Less Will remain Don't
important  unimportant know
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2018. Another difficulty is
< the case law on the new data

protection rules, which is

not yet well-established.

egulatory risk is closely
Rrelated to political risk,

which was seen as the
biggest risk by 10% of those sur-
veyed. Political factors include
further turmoil related to
COVID-19, including restrictions
on trading and problems related
to other areas of the economy.
More than 80% of those surveyed
predict an increased risk of
sanctions and economic restric-
tions. Brexit is also a cause for
concern. However, a relatively
small number of firms in Poland
mentioned fears related to polit-
ical corruption as a material risk.

What impact do you foresee each of the following political risks will have on your organisation over the next two

years? (percent)

Restrictions on the import of goods “
Economic sanctions 44,93

Loss of reputation/damage to brand
Government/regulatory intervention
Loss of commercial confracts
Criminal accusations/prosecution
Impact on share price

Consumer boycott

Negative consumer
comments on social media

*Respondents could have select no more than two answers,

@ Major impact

Other economic restrictions (EU, UN) m
Nationalisation of private enterprises/sectors m 33,33

Cross-border investment restrictions, e.g. CFIUS m

Political corruption [ U¥A:]

Immigration policy/visa restrictions m

Source: Rzeczpospolita survey and calculations

37,68
43,48

Minor impact

19,67
18,03
16,39

6,56
6,56

1,64

No impact

COVID-related restrictions 78,26 21,74

US-China frade war [N 50,72
Brexit [y L] 46,38
37,68

36,23
39,13

44,93

21,54

Which of the following consequences would your organisation fear most
in the event of a major incident ?* (percent)

Direct financial costs
(.. fines, compensation, ic., NN 50,52

49,18

18,84
23,19
30,43
18,84
28,99
36,23
46,38
47,83
44,93

15,94
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Entities in all sectors of the
economy face challenges
related to regulatory risk. Legal
regulations infroduced in
Poland have, for years, been
numerous, extensive and
complicated. Before the
COVID-19 pandemic, more than
20,000 pages of new
legislation had come into force
annually and businesses were
not always able to keep up with
the changes.

Although the pandemic has
slowed the pace, it has affected
the rafe at which amendments
are infroduced, which requires
businesses fo be flexible and
capable of rapidly adjusting to
the new reality. The pandemic
is itself an unprecedented
challenge for businesses that
forces them to approach the
planning of their further activity
accordingly, including in the
context of the continuing
uncertainty of the legal
environment

Regulatory risk is heightened
by the increased activity of
regulatory authorities , such as
the Polish Financial Supervision
Authority and the Office of
Competition and Consumer
Protection. The penalfies being
imposed on businesses by the
regulafory authorities are higher
than they have ever been. We
are also seeing more
proceedings against board
members in connection with
allegations of acting fo the
detriment of companies and
other offences, so-called
white-collar crimes, and the
increased creativity of the
enforcement authorities in
assessing the criminal nature of
economic activity. This leads fo
the conclusion that businesses
should comprehensively
manage regulafory risk, which
will become more and more
challenging for businesses in
Poland.
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Digitisation of business
processes as a source
of increasing risk

Cyber risk was given as the main
category of risk by a fifth of com-
panies surveyed - 93% of firms
admitted that they fear cybersecur-
ity incidents. The greatest exposure
to this risk is experienced by re-
spondents in the IT, transport, en-
ergy and financial services sectors.
Thisis part of a trend also identified
in our previous report with the EIU,
where the perception of cyberse-
curity as a material risk for global
boardsincreased 32%in a five-year
period.

he Polish companies we sur-
I veyed expressed fears that
remote working would lead to
a higher number of cyber-attacks.
Accelerated digital transformation
and reduced budgets due to the
pandemic have additionally in-
creased organisations' vulnerability
to digital threats. Cyber-attacks
have the potential for financial
losses related to stoppages of pro-
duction or loss of data, severe finan-
cial penalties from regulators and
loss of reputation.

omasz Bochenek, Managing
I Director of Oracle Polska, said:
"Cybersecurity risk is without
doubt one of the most important
threats to IT systems and many or-
ganisations struggle to cope with
this problem. The majority of suc-
cessful cyber-attacks take advant-
age of the fact that corrections and
updates regularly made to data-
bases are not installed in time by
administrators - whether through
carelessness or lack of time."

peaking about his company's
S involvement in governmental

programmes aimed at combat-
ing cybercrime, he said "in July
2020, Oracle Polska joined the Cy-
bersecurity Cooperation Pro-
gramme being implemented by the
Ministry of Digital Affairs, the aim of
which is to continually improve the
cybersecurity of entities using ICT
systems - both commercial firms
and public institutions."

echnology poses a growing
challenge for boards. Ana-

lysis of the responses to our

survey gives cause for optimism:
84% of those surveyed consider
that their board fully understands
the legal, regulatory and ethical
consequences of their use of data
and advanced technologies, in-
cluding AI. However, some re-
spondents said that whilst they try
to protect themselves, there is
much unknown about what new
risks and methods used by hack-
ers lie ahead.

Industries that fear cyber risk
the most

@ '
Financial services @

(teQn)

Energy and media

Transport, logistics
and distribution

How important will cyber risk become for you over the next fwo years?

(percent)

More important — Equally important
48,53 33,82
8,82

8,82
Less important

Source: Rzeczpospolita survey and calculations

Will remain unimportant

Does your company have concerns about cybersecurity incidents?

(percent)

Serious concerns Moderate concerns
40,58 52,17
2,90 | I 5,35
Don't know No concerns whatsoever

Source: Rzeczpospolita survey and calculations

SHUTTERSTOCK
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Our clients aftach increasing
importance to cyber risks as one of
the main threats fo doing business. It
is the result of technological
progress and the challenges related
fo remote working. Reports by
organisations such as Europol and

Interpol show that since the outbreak
of COVID-19 there has been a
significant rise in cybercrime and
hacking. Interestingly, cybercriminals
rely on human error. This shows that
cybersecurity consists not only of
investments in IT systems but also
action at many levels.

Hackers identify weaknesses of
remote working on a confinual basis,
therefore in future we should expect
increasingly creative aftacks. It is
vifal that organisations invest not
only in the appropriate IT
infrastructure, but also have
contingency plans in case of an
aftack. They should also ensure
appropriate fraining for their
employees and that they are alert to
the risks. Cyber-attacks tend to be of
a cross-border nature, so combating
them does not end at the local level,
but frequently requires action fo be
taken internationally.

Environmental
profection

af the centre
of affention

portance for boards over the next
two years.

Environmental risk, including
climate change was perceived as
a main risk category by over 13%
of respondents. And more than
30% of respondents said that this
risk will be of even greater im-

|

ncidents related to climate is-
sues are feared by almost 83%
of companies in the automot-

SHUTTERSTOCK



ive, oil & gas and mining sectors,
but also by those in energy and
utilities, IT, FMCG and financial
institutions. More than 26% of
board members surveyed claim
that they fully understand the
impact their organisations have on
climate change, and that compan-
ies should take responsibility for

this impact.
‘ increasingly focusing on en-
vironmental issues. This is
driven mainly by increasing regu-
latory requirements in the EU. A
relatively large number of firms,
when asked about the greatest
impact on their business in connec-
tion with environmental factors,
said tax incentives. Companies are
also responding to increased con-
sumer interest in environmental
issues and the impact that has on
their purchasing decisions. The risk
of loss of reputation and fear of
disruption are incentives for busi-
nesses to focus on their environ-
mental policies. Of the respond-
ents, 40% said that fear of damage
to their brand's reputation has led
them to choose supply chain part-
ners based on environmental
factors.

rzemystaw Lutkiewicz, Vice
P President of the Board of LPP,

stated that "although the
ecological characteristics of
products for customers are still
added value and not the main tar-
get, there is a continually increasing
number of customers interested in
the actions of firms, the values of a
brand and the origin of its products.
Those elements take on greater
importance amongst a firm's stake-
holders, but also in investor rela-
tions. Those interdependencies
show that the appropriate ap-
proach of brands in the long term
gives a competitive advantage."

he results of our Polish survey
I reflect a growing global focus
on building a business's value
based on non-financial ESG
factors. In the survey conducted in
2019 with the EIU, environmental
risk was mentioned as the most
important risk by 30% of the global
board members surveyed.

iotr Dmuchowski, Head of
P Global Markets and Treas-
urer at HSBC Continental
Europe, said: "HSBC sees similar

trends globally. Our Navigator
2020 survey, of more than 10,000

ompanies said that they are

companies shows that 86% of
participants are expecting an in-
crease in sales due to the growing
role of a sustainable approach to
business. When asked about the
main problem they face, 20% poin-
ted to the fact that their suppliers
do not meet sustainable business
standards, and 36% stated that
selecting their suppliers based on

MANAGEMENT PERSPECTIVE {

sustainable objective criteria will
be their main priority in 2021. We
have observed similar results
amongst Polish companies and see
an increase in their activity, an ex-
ample of which is the first green
guarantee line which we entered
into with a Polish customer from
the transport sector at the begin-
ning of this year.”

How important will environmental risk become for you over the next two

years? (percent)

33,82 38,24

More important

Source: Rzeczpospolita survey and calculations

Equally important

1,47

20,59 5,88
Less Willremain  Don't
important  unimportant  know

Does your organisation have concerns about incidents related

to environmental issues? (percent)

Serious concerns

24,64

5,80
Don't know

—— Moderate concerns
57,97

11,59
- No concerns whatsoever

Source: Rzeczpospolita survey and calculations
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The significance of ESG issues for
Polish businesses should be
expected fo increase. This applies
not only to firms supplying products
and services to consumers, who
have noted the ethical conduct of
businesses for some time. We
expect to see ethical declarations
and actions from companies
demonstrating that they support
equal rights, human rights and the
combating of climate change.

More and more infernational
investors, corporations and financial
institutions are requiring that their
business partners and suppliers
provide clear evidence that they are
operating in accordance with
expected ESG standards. Those
issues increasingly determine where
young people choose fo fake up
employment. Companies that
disregard these issues or pay only
lip-service to them can expose their
companies to the loss of sources of
finance, lucrative confracts and
sales markets and, equally
importantly, access to falent.

Which of the following drivers have the greatest impact on your company's activities related to climate change?

(percent)

Regulatory requirements

Change of consumer behaviour

Risk of interruption to business operations from

Rank 2

@ Rank 1

climate-related events

55,07

ST e

Rank 3
18,84
14,49

11,59

36,23
21,54

Tax incentives VAR [A 15,94 18,84
Reputational risk m 13,04 26,09
New business opportunities related fo climate factors LRSS 11 59 30,43
Ethical duties [UNA:] 24,64 11,59
Risk of litigation 8,70 - 13,04 24,64
Shareholder/investor demands 4,35 . 17,39 30,43
Employee demands 1,45 I 21,74 26,09

Source: Rzeczpospolita survey and calculafions
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Greater personal

liability

of boards

Respondents to our survey said
that they devote an increasing
amount of time to risk manage-
ment. This aligns with a trend re-
flected in our global study with the
EIU where 98% of respondents felt
that when compared with the
situation five years ago, their com-
pany's management team is far
better prepared to handle the main
risks that are a threat to the sector
in which they operate. For more
than 88% of Polish respondents,
the priority for their firm is to be
perceived as an organisation that
has a positive impact on society.

owever, as seen in the report
Hconducted with the EIU, in-

vestment in risk manage-
ment is currently lower than five
years ago, although companies are
still developing risk management
systems. Amongst the activities
planned for the next few years, those
most often mentioned by our re-
spondents is the creation of a trans-
parent process of identifying new
risks and regular training for the
members of the board on identifying
and addressing specific areas of risk.

n analysis of the responses
Aconcerning the link between
the desire to fulfil the duties
of a board member and personal

liability provides interesting con-
clusions. Despite numerous ex-

amples of proceedings against
members of management boards
and supervisory boards in connec-
tion with allegations of harmful
action, 71% of Polish respondents
said that the risk of liability is not a
factor that discourages member-
ship of management authorities.

owever, the respondents
Hidentified new areas that

involve an increased risk of
liability - 85% believe that compan-
ies should bear liability for their
impact on climate change. Almost
two-thirds of respondents agree
that board members should bear
personal liability for the unlawful
and unethical use of technology by
their companies. However, only
one-third of respondents agree
that the members of management
boards should be personally liable
for their company's failure to
achieve its goals with regard to
equality and diversity. By compar-
ison, 84% of those surveyed in our
similar report of global boards with
the EIU believed that the board
should bear such liability. In our
survey, less than 20% of respond-
ents believed that boards should
be responsible for taking a public
stand in connection with political
events that could have adverse ef-
fects for equality and human rights,
compared with almost half of re-
spondents in the global survey.

+»AGNIESZKA JANICKA
PARTNER, CLIFFORD CHANCE

There is no doubt that in recent years
risk management has become
increasingly important. Boards of
companies operating in Poland are
becoming increasingly aware of internal
risks and those that result from the
environment their organisation operates
in and - importantly - are befter able o
manage them. In most Polish firms,
strategies, policies and procedures are
developed to improve the security of the
business carried ouf and effectively

To what extent do you agree or disagree with the following statements?

(percent)
Strongly agree @)
Agree @
Disagree
Strongly disagree @
Dan't know

. 1,09
Our board fully understands the legal, _ 69,57

regulatory and ethical consequences
of our company's use of data

7,25

and artificial infelligence 1,45

7,25

I 26,09
Our board fully understands  EGIG_— 6,32

the impact our company 1,45
has on climafe change | 1 45

8,70
I 6,09
Companies should be held 59,42
accountable for their 7,25
impact on climate change 11,45
il
5,80
Board members should 13,04
be held personally 52,17
accountable for unlawful 24,64
or unethical use of technology |1'1,5
by their companies 8.70
| %!
Board members should _ 28,99
be held personally accountable 44,93
if their company fails to meet Y
diversity and inclusion targets i 5,80
15,94
— 45 o
Boards have a responsibility I 1 2
o take a public stance NN 18,84 E
on political events that could 39,13 8
have negative diversity 17.3 s
and human rights implications - '2; 19 by
Outdated mindsets among senior Ml 435 g
management concerning the role B 14,49 &
of businesses in society 46,38 5
is @ major source of risk for 5
our organisation == i;‘:: 3
4 (%)

prevent any crises. This is a positive
frend demonstrating that Polish
business is becoming more mature.
Increased awareness also brings with it
a feeling of personal responsibility for
decisions made by the company.
Interestingly, board members willingly
take responsibility for the impact their
businesses have on the climate and
ethical issues related to fechnology, yet
they are unwilling fo assess their
achievements where equal rights are
concerned. This could be because the
application of measurements other than
strictly financial ones is still a relafively
new phenomenon in Polish companies.

The development of anti-discriminafory
procedures and fostering a corporate
culture that supports diversity is a long
term commitment. | think that, with
fime, Polish boards will see the positive
impact equal freatment of employees
of different genders, religions, sexual
orienfations and ethnicities has on the
development of their firms, and they will
draw the appropriate conclusions. The
development of strategies that affer
implementation can be used to bring
decision-makers to account in
companies is the expected next step in
the development of the self-awareness
of board members in Poland.

This publication does not necessarily deal with every important topic nor cover every aspect of the topics with which it deals. If is not designed fo provide legal or other advice.

www.cliffordchance.com

Clifford Chance, Janicka, Kruzewski, Namiotkiewicz i wspalnicy sp.k.

Norway House, ul. Lwowska 19
00-660 Warsaw, Poland
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