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The FCA’s final Guidance on Cryptoassets clarifies which 
types of cryptoassets the FCA considers to fall within the 
existing UK regulatory perimeter. In many ways, the 
Guidance simply confirms the status quo, as it reiterates the 
need to carry out a substantive analysis of the 
characteristics of a particular cryptoasset or token against 
the pre-existing UK regulatory framework. Indeed, it is not 
within the FCA’s gift to extend the UK regulatory perimeter; 
that power lies with HM Treasury, which is expected to 
consult on whether to bring further types of cryptoassets 
within scope of UK regulation later this year. 

Nevertheless, the FCA Guidance does provide a useful insight into the way in 
which the FCA expects firms to approach this regulatory analysis, as well as 
some of the FCA’s key concerns and areas of focus where firms engage in 
business relating to both regulated and unregulated cryptoassets. It is likely to 
be a useful reference guide for firms seeking to structure tokens or 
cryptoassets in a particular manner and for firms dealing with or providing 
services in relation to such cryptoassets.

As firms become more familiar with navigating this Guidance, we could see a 
new era of ‘genetically engineered’ money – i.e. tokens or cryptoassets that 
are specifically designed to meet certain functionalities or purposes, whilst 
fitting within (or falling outside) a particular regulatory categorization. However, 
the FCA and HM Treasury are sensitive to the potential risks arising from the 
current complexity of the UK regulatory perimeter. Therefore, HM Treasury’s 
expected consultation later in 2019, on a possible extension of the UK 
regulatory perimeter to include other types of cryptoassets, may change the 
regulatory landscape further.
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Categorizing cryptoassets
In general, the FCA indicates that a case-by-case analysis is needed to 
determine the correct regulatory treatment of a particular cryptoasset or 
token, depending on “the token’s intrinsic structure, the rights attached to the 
tokens and how they are used in practice”. However, the FCA recognises the 
benefit of establishing a clear taxonomy for identifying and discussing the 
regulatory treatment of different broad types or categories of cryptoassets. 

The FCA identifies three main categories of cryptoassets in its Guidance, 
comprising two types of regulated cryptoassets and a residual category of 
unregulated cryptoassets:

• Security tokens are cryptoassets with characteristics that mean they 
provide rights and obligations akin to specified investments under the 
Financial Services and Markets Act 2000 (Regulated Activities) Order 2001 
(RAO), other than e-money.

• E-money tokens are cryptoassets that meet the definition of electronic 
money (or e-money) under the Electronic Money Regulations 2011 (EMR). 
Both security tokens and e-money tokens fall within the UK 
regulatory perimeter.

• Unregulated tokens are cryptoassets that are neither security tokens nor 
e-money tokens and so fall outside the UK regulatory perimeter. This 
category includes cryptoassets that the FCA refers to as “exchange tokens” 
(i.e. cryptocurrencies) as well as “utility tokens” and other types of 
unregulated cryptoassets.

These categories differ slightly from those that the FCA identified in its 
consultation on the draft Guidelines earlier in 2019. In particular, the FCA 
has now identified e-money tokens as a separate category (whereas it 
previously suggested some types of utility tokens or other tokens could 
include e-money). The revised taxonomy therefore seems an improvement in 
terms of aiding clarity on which types of cryptoassets fall within the 
regulatory perimeter.

Of course, the regulatory treatment of cryptoassets depends on their 
substantive characteristics rather than how they are labelled. Therefore, a 
so-called “utility token” could be regulated to the extent that it meets the 
definition of a security token or an e-money token. The FCA also notes that 
tokens can move between categories during their lifecycle, for example, 
depending on how they are used in practice at a particular point in time. 

Security tokens and specified investments
The FCA Guidance defines security tokens as cryptoassets with 
characteristics that mean they provide rights and obligations akin to 
specified investments under the RAO, other than e-money. 

The reference to “specified investments” means that this category is 
broader than just cryptoassets that meet the definition of “security” under 
Article 3 RAO (a sub-set of specified investments) and/or cryptoassets that 
are MiFID financial instruments. Instead, this category includes any 
cryptoasset that falls within scope of the UK regulatory perimeter, other 
than e-money tokens. Therefore, referring to these types of cryptoassets as 
“security tokens” could be counterintuitive in some cases. 

However, in practice, we expect that many security tokens are likely to be 
“securities” as defined in the RAO. These include shares and other types of 
equity securities, debt securities, units in a collective investment scheme, 
rights under a stakeholder or personal pension scheme and emission 
allowances. The FCA Guidance sets out a non-exhaustive list of factors that 
are indicative of a security token, including any contractual entitlement 
holders may have to share in profits or exercise control or voting rights in 
relation to the issuer’s activities.

The FCA Guidance also notes that additional regulatory requirements, such 
as the requirement to publish a prospectus, may apply in respect of 
cryptoassets that are transferable securities.
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Application to stablecoins
The FCA does not identify stablecoins as a separate category of cryptoassets 
in its Guidance, noting that stablecoins could fall within any of the three 
categories identified above, depending on how they are structured and used. 

A stablecoin is a type of cryptocurrency for which mechanisms are established 
to minimize price fluctuations and ‘stabilize’ its value. For example, stablecoins 
might be backed by financial assets (such as fiat currency), physical assets 
(such as gold) or other cryptoassets. Alternatively, a stablecoin’s value may be 
algorithmically stabilized, for example through selling or ‘burning’ coins to 
control supply (as Facebook has proposed for the Libra coin). Stablecoins 
may also have a fixed redemption value or variable redemption value, for 
example based on the value of underlying reserve assets. 

Given the wide variety of structures and arrangements that stablecoins may 
use, the FCA concluded that it was not appropriate to create a single 
classification in its taxonomy for stablecoins. However, it does give some 
examples of when stablecoins might qualify as e-money tokens, security 
tokens or fall outside scope of regulation. 

Categorizing cryptoassets
In general, the FCA indicates that a case-by-case analysis is needed to 
determine the correct regulatory treatment of a particular cryptoasset or 
token, depending on “the token’s intrinsic structure, the rights attached to the 
tokens and how they are used in practice”. However, the FCA recognises the 
benefit of establishing a clear taxonomy for identifying and discussing the 
regulatory treatment of different broad types or categories of cryptoassets. 

The FCA identifies three main categories of cryptoassets in its Guidance, 
comprising two types of regulated cryptoassets and a residual category of 
unregulated cryptoassets:

• Security tokens are cryptoassets with characteristics that mean they 
provide rights and obligations akin to specified investments under the 
Financial Services and Markets Act 2000 (Regulated Activities) Order 2001 
(RAO), other than e-money.

• E-money tokens are cryptoassets that meet the definition of electronic 
money (or e-money) under the Electronic Money Regulations 2011 (EMR). 
Both security tokens and e-money tokens fall within the UK 
regulatory perimeter.

• Unregulated tokens are cryptoassets that are neither security tokens nor 
e-money tokens and so fall outside the UK regulatory perimeter. This 
category includes cryptoassets that the FCA refers to as “exchange tokens” 
(i.e. cryptocurrencies) as well as “utility tokens” and other types of 
unregulated cryptoassets.

These categories differ slightly from those that the FCA identified in its 
consultation on the draft Guidelines earlier in 2019. In particular, the FCA 
has now identified e-money tokens as a separate category (whereas it 
previously suggested some types of utility tokens or other tokens could 
include e-money). The revised taxonomy therefore seems an improvement in 
terms of aiding clarity on which types of cryptoassets fall within the 
regulatory perimeter.

Of course, the regulatory treatment of cryptoassets depends on their 
substantive characteristics rather than how they are labelled. Therefore, a 
so-called “utility token” could be regulated to the extent that it meets the 
definition of a security token or an e-money token. The FCA also notes that 
tokens can move between categories during their lifecycle, for example, 
depending on how they are used in practice at a particular point in time. 

Security tokens and specified investments
The FCA Guidance defines security tokens as cryptoassets with 
characteristics that mean they provide rights and obligations akin to 
specified investments under the RAO, other than e-money. 

The reference to “specified investments” means that this category is 
broader than just cryptoassets that meet the definition of “security” under 
Article 3 RAO (a sub-set of specified investments) and/or cryptoassets that 
are MiFID financial instruments. Instead, this category includes any 
cryptoasset that falls within scope of the UK regulatory perimeter, other 
than e-money tokens. Therefore, referring to these types of cryptoassets as 
“security tokens” could be counterintuitive in some cases. 

However, in practice, we expect that many security tokens are likely to be 
“securities” as defined in the RAO. These include shares and other types of 
equity securities, debt securities, units in a collective investment scheme, 
rights under a stakeholder or personal pension scheme and emission 
allowances. The FCA Guidance sets out a non-exhaustive list of factors that 
are indicative of a security token, including any contractual entitlement 
holders may have to share in profits or exercise control or voting rights in 
relation to the issuer’s activities.

The FCA Guidance also notes that additional regulatory requirements, such 
as the requirement to publish a prospectus, may apply in respect of 
cryptoassets that are transferable securities.
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For example, the FCA explains that a gold-backed stablecoin that gives 
holders a right to or interest in the gold, or rights to payments from income or 
profits generated from holding, buying or selling of gold, may in some cases 
be a unit in a collective investment scheme or a debt security. 

Other types of stablecoins might qualify as e-money tokens. In general, 
stablecoins are likely to qualify as electronically stored monetary value that are 
issued for the purpose of making payment transactions. However, in order to 
meet the other limbs of the definition of e-money, a stablecoin would also 
need to represent a claim on the issuer (and so a decentralised structure with 
no issuer would not qualify), be issued upon receipt of funds and be accepted 
by persons other than the issuer. 

The FCA notes that ‘bank’ or ‘settlement’ tokens used by financial institutions 
to facilitate efficient settlement would not qualify as e-money tokens, if they 
can only be used within that financial institution issuer and/or if they are not 
used for the purpose of making payment transactions. The FCA would 
therefore treat such tokens as unregulated, unless they confer rights on 
holders that are akin to another type of specified investment.

(Not quite) unregulated tokens
By definition, unregulated tokens fall outside the UK regulatory perimeter. 
However, the FCA Guidance highlights that some regulatory rules may 
nevertheless apply to firms carrying on activities relating to unregulated 
cryptoassets. 

Facilitating regulated payment services
Firstly, unregulated tokens such as exchange tokens (i.e. cryptocurrencies) or 
unregulated stablecoins may be used to facilitate provision of regulated 
payment services, for example, in the context of international money 

Definition of e-money
“electronic money” means electronically (including magnetically) stored 
monetary value as represented by a claim on the electronic money 
issuer which—

(a)  is issued on receipt of funds for the purpose of making payment 
transactions;

(b) is accepted by a person other than the electronic money issuer; and

(c) is not excluded by regulation 3 of the EMR.

(Article 2 EMR)
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remittance. The transfer of unregulated tokens itself would not amount to a 
regulated payment service, as the Payment Services Regulations 2017 (PSR) 
regulate payment services relating to “funds”, which are defined as banknotes, 
coins. scriptural money and e-money. However, each side of the remittance 
may be regulated under the PSR (to the extent such activity is carried on in 
the UK by way of business). In general, firms will therefore need to consider 
not only how a cryptoasset is characterised but also whether the way in which 
the firm is using a cryptoasset might involve the firm providing regulated 
payment services. 

Cryptocurrency derivatives
The FCA Guidance notes that firms can gain exposure to unregulated tokens, 
such as exchange tokens, through financial instruments such as fund units 
and derivatives referencing those tokens. These financial instruments are likely 
to fall within the UK regulatory perimeter (even though they reference 
unregulated cryptoassets) but will not generally themselves be cryptoassets. 

Senior Managers Regime, Principles for Business and 
financial promotions
The FCA Guidance highlights the need for authorised firms to consider the 
extent to which regulatory rules and principles apply even in relation to 
unregulated areas of their business, such as activities relating to unregulated 
tokens. In particular, the conduct rules under the Senior Managers and 
Certification Regime (SMCR) may apply to the activities of relevant individuals 
in firms that are subject to those rules. 

High level Principles for Business 3, 4 and 11 in the FCA Handbook also apply 
generally to unregulated activities of authorised firms (although for Principle 3 
this is limited to unregulated activities which may have a negative impact on 
the integrity of the UK financial system or the ability of the firm to meet the 
suitability Threshold Condition). These principles require firms to take 
reasonable care to organise and control its affairs responsibly and effectively 
with adequate risk management systems, maintain adequate financial 
resources and to deal with the FCA in an open and cooperative way and to 
disclose to the FCA anything of which it would reasonably expect notice.

Finally, the FCA indicates in its guidance that it expects authorised firms to 
“apply the financial promotion rules and communicate financial promotions for 
products and services, whether regulated or unregulated, in a way which is 
clear, fair and not misleading”. Firms must also make clear whether their 
financial promotions relate to regulated or unregulated products and activities. 
In particular, the FCA stresses that firms must not suggest that their 
authorisation extends to unregulated cryptoassets.



FCA GUIDANCE ON CRYPTOASSETS  
AND THE SCOPE OF UK REGULATION

August 20196

Anti-money laundering
The FCA Guidance notes that HM Treasury intends to bring entities carrying 
on certain cryptoasset activities within scope of anti-money laundering 
regulation, as part of the UK’s implementation of the  EU Fifth Anti-Money 
Laundering Directive (5AMLD). This includes cryptoasset exchanges and 
wallet providers for all types of cryptoassets, whether regulated or not. The 
UK has proposed going beyond the scope of 5AMLD in certain respects. 

However, the FCA notes that the anti-money laundering regime is separate to 
the general UK regulatory perimeter and so this extension of the anti-money 
laundering regime to entities carrying activities relating to unregulated 
cryptoassets will not bring those cryptoassets within the perimeter. 

Reviewing the regulatory perimeter
The FCA indicates that its Guidance will inform further work in this area, 
including a consultation by HM Treasury on whether further regulation of 
cryptoassets is required. 

In its first annual Perimeter Report, the FCA highlighted particular challenges 
in analysing whether cryptoassets fall within the regulatory perimeter, for 
example due to the fact that they can display different characteristics during 
their lifespan. The FCA also questioned whether the existing perimeter is fit 
form purpose to manage the potential harm that cryptoassets pose. In this 
regard, the FCA has issued various warnings on the risks posed by 
unregulated cryptoassets and is consulting on a potential ban on the sale to 
retail customers of derivatives and other products referencing 
unregulated cryptoassets. 

However, the power to change the regulatory perimeter itself lies with HM 
Treasury and not with the FCA. On this issue, the Treasury Committee has 
recently published a report recommending that the FCA should be given 
formal powers to recommend to the Treasury changes to the perimeter of 
regulation, citing cryptoassets as a current grey area that would benefit from 
further consideration. Therefore, if the Treasury Committee gets its way, the 
FCA may end up consulting on possible changes to the perimeter it might 
then recommend to HM Treasury, rather than leaving this solely to 
HM Treasury. 

Meanwhile, the FCA continues to indicate that it is for the Treasury to consult 
on possible changes to the regulatory perimeter. Therefore, it is unclear 
whether further work in this area could be delayed while this question as to 
whether the FCA or Treasury should take the initiative in consulting on 
potential changes to the regulatory perimeter is resolved. This question may 
also feed into the Treasury’s call for evidence on the future of the UK’s 
regulatory framework for financial services. 

https://www.fca.org.uk/publication/annual-reports/perimeter-report-2018-19.pdf
https://www.parliament.uk/business/committees/committees-a-z/commons-select/treasury-committee/news-parliament-2017/work-of-the-fca_report-published/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/819025/Future_Regulatory_Framework_Review_Call_for_Evidence.pdf


FCA GUIDANCE ON CRYPTOASSETS  
AND THE SCOPE OF UK REGULATION

7August 2019

CONTACTS

Peter Chapman
Partner
T: +44 20 7006 1896
E:  peter.chapman@ 

cliffordchance.com

Kikun Alo
Senior Associate
T: +44 20 7006 4067
E:  kikun.alo@ 

cliffordchance.com

Caroline Dawson
Partner
T: +44 20 7006 4355 
E:  caroline.dawson@ 

cliffordchance.com

Meera Ragha
Lawyer
T: +44 20 7006 5421
E:  meera.ragha@ 

cliffordchance.com

Laura Douglas
Senior Associate 
Knowledge Lawyer 
T: +44 20 7006 1113  
E: l aura.douglas@ 

cliffordchance.com

Simon Gleeson
Partner
T: +44 20 7006 4979 
E:  simon.gleeson@ 

cliffordchance.com

Monica Sah
Partner
T: +44 20 7006 1103
E:  monica.sah@ 

cliffordchance.com

Diego Ballon Ossio
Senior Associate
T: +44 20 7006 3425  
E:  diego.ballonossio@ 

cliffordchance.com

Owen Lysak 
Partner
T: +44 20 7006 2904 
E:  owen.lysak@ 

cliffordchance.com

Jeremy Walter
Partner
T: +44 20 7006 8892
E:  jeremy.walter@ 

cliffordchance.com

Christopher Bates
Partner
T: +44 20 7006 1041
E:  chris.bates@ 

cliffordchance.com

Caroline Meinertz
Partner
T: +44 20 7006 4253 
E:  caroline.meinertz@ 

cliffordchance.com

Richard Whiteaway
Lawyer
T: +44 20 7006 4171
E:  richard.whiteaway@ 

cliffordchance.com

Simon Crown
Partner
T: +44 20 7006 2944 
E:  simon.crown@ 

cliffordchance.com

Stephanie Peacock
Senior Associate
T: +44 20 7006 4387
E:  stephanie.peacock@ 

cliffordchance.com

London 



1908-000181

This publication does not necessarily deal 
with every important topic nor cover 
every aspect of the topics with which it 
deals. It is not designed to provide legal 
or other advice.

www.cliffordchance.com

Clifford Chance, 10 Upper Bank Street, 
London, E14 5JJ

© Clifford Chance 2019

Clifford Chance LLP is a limited liability 
partnership registered in England and 
Wales under number OC323571 
Registered office: 10 Upper Bank Street, 
London, E14 5JJ

We use the word ‘partner’ to refer to a 
member of Clifford Chance LLP, or an 
employee or consultant with equivalent 
standing and qualifications.

If you do not wish to receive further 
information from Clifford Chance about 
events or legal developments which 
we believe may be of interest to you, 
please either send an email to 
nomorecontact@cliffordchance.com or 
contact our database administrator by post 
at Clifford Chance LLP, 10 Upper Bank 
Street, Canary Wharf, London E14 5JJ.

Abu Dhabi • Amsterdam • Barcelona  
Beijing • Brussels • Bucharest  
Casablanca • Dubai • Düsseldorf  
Frankfurt • Hong Kong • Istanbul  
London • Luxembourg • Madrid  
Milan • Moscow • Munich • Newcastle  
New York • Paris • Perth • Prague  
Rome • São Paulo • Seoul • Shanghai  
Singapore • Sydney • Tokyo • Warsaw  
Washington, D.C.

Clifford Chance has a co-operation 
agreement with Abuhimed Alsheikh 
Alhagbani Law Firm in Riyadh.

Clifford Chance has a best friends 
relationship with Redcliffe Partners 
in Ukraine.


