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GUIDELINES ON PERSONAL DATA 
BREACH NOTIFICATION - STRESS TEST 
ON RISK GOVERNANCE 
 

The General Data Protection Regulation (the GDPR) provides for mandatory 

breach notification and communication requirements. The GDPR will apply 

from 25 May 2018. Non-compliance may expose organisations to penalties 

ranging up to EUR 10 million or 2% of global turnover, claims for damages 

and may affect reputation. The revised guidelines on Personal data breach 

notification1 set actions to comply with the GDPR. 

THE PERSONAL DATA BREACH NOTIFICATION AND 
COMMUNICATION UNDER THE GDPR 

The data controller (the organisation deciding on the purpose and means of 

the personal data processing) must (i) notify a personal data breach to the 

supervisory authority within 72 hours after becoming "aware" of it and (ii) 

communicate the personal data breach to the data subject without undue 

delay.  

The GDPR has also introduced the obligation upon a data processor (i.e., a 

third party service provider that processes personal data on behalf of the 

controller customer) to notify the controller without undue delay after 

becoming "aware" of a personal data breach. Legal responsibility to notify 

the supervisory authority continues to rest with the controller. 

Controllers should immediately establish that personal data breaches 

have occurred and act to avoid or contain their effects through appropriate 

technical protection measures such as:  

 encrypting personal data; 

 ensuring that processing systems (e.g. data storage tools) are resilient; 

 timely restoring availability and access to personal data after incidents; 

 regularly testing the security system adopted.   

Personal data breach  

Personal data breach is basically a security incident, which may fall in the 

following categories according to the Guidelines: 

                                                      
1 The guidelines have been adopted by the Article 29 Working Party, composed, among others, of representatives of the 

supervisory authorities of each EU Member State (the Guidelines). This working party has advisory status and acts 
independently.   

Key issues  

 Mandatory notification of 
personal data breach within 72 
hours. 

 Mandatory information to 
individuals. 

 Fines up to 2% of global annual 
turnover for failure to notify or 
inform individuals. 

 Personal data breaches treated 
as security and cyber security 
incidents. 

 Prompt awareness of any 
personal data breach alert. 

 Lead supervisory authority for 
EU cross-border breaches. 

 Additional notification 
obligations upon electronic trust 
service providers and operators 
of essential and digital services 
under eIDAS Regulation and 
NIS Directive. 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49827+
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49827+
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 "Confidentiality breach", in case of unauthorised or accidental disclosure 

of personal data or unauthorised access to such data; 

 "Integrity breach", in case of unauthorised or accidental alteration of 

personal data; 

 "Availability breach", in case of accidental or unauthorised loss of access 

to personal data or destruction of such data. 

Examples:  according to the Guidelines, the loss of a decryption key to 

access encrypted personal data is an availability breach, when 

the controller cannot restore access to the data. The controller 

must therefore notify the supervisory authority. 

Temporary loss of availability for an infection by ransomware 

could lead to unauthorised access to personal data and then 

result in a confidentiality breach (and not in an "availability 

breach", provided that the access to data can be restored). The 

controller must therefore notify the supervisory authority. 

"Becoming aware" of a personal data breach 

According to the Guidelines, the controller becomes "aware" of a personal 

data breach when it has a reasonable degree of certainty that a security 

incident compromising personal data has occurred.  

The controller has the obligation to ensure that it will be immediately "aware" 

of personal data breaches, so as to be able to take prompt action.  

Assessing when a controller becomes "aware" of a breach must be analysed 

on a case-by-case basis.  

Example:     if a USB key with unencrypted personal data is lost, according 

to the Guidelines the controller becomes "aware" of this personal 

data breach when it learns the key is lost. The controller is 

"aware" of the personal data breach even though it cannot 

assess whether (or not) unauthorised people have gained 

access to the personal data.  

To improve the chance to become "aware" in a timely manner and to ensure 

appropriate actions to contain a personal data breach, organisations could in 

advance determine who has operational responsibility within the 

organisation for managing personal data breaches.   

Not having all necessary information on the personal data breach does 

not exempt the controller from its obligation to notify. This is likely to 

happen in more complex breaches, such as cyber security incidents, where 

investigations may be necessary to establish the nature and the extent of the 

breach. In this event, the controller informs the supervisory authority that it will 

immediately provide the required information as it becomes available.  

Risk to the rights and freedoms of natural persons 

Risk to the rights and freedoms of individuals is a key trigger requiring 

notification to the supervisory authority and communication to the data subject, 

provided that: 

 breaches "unlikely to result in a risk to the rights and freedoms of natural 

persons" do not require notification to the supervisory authority under the 

GDPR, according to the guidelines; and  
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 controllers must communicate the personal data breach to the data subject 

when the personal breach is likely to result in a high risk to the rights 

and freedoms of the natural persons concerned. A high risk exists when 

the breach may lead to physical, material or non-material damage for 

the individuals whose data have been breached. 

Examples:    discrimination, identity theft or fraud, financial loss or damage 

to reputation. Disclosure of data revealing racial or ethnic 

origin, political opinion, sexual habits, religion or genetic data 

is also likely to damage individuals. 

Controllers should, therefore, assess the risk resulting from a personal 

data breach immediately after becoming "aware" of it. This will also help the 

controller to take effective steps to contain the personal data breach. 

EU cross-border breaches 

The controller must notify a cross-border breach to the so-called lead 

supervisory authority, i.e. the authority of the Member State where the 

controller has its main or single establishment. This is not necessarily the 

authority of the Member State where the affected data subjects are located, or 

where the personal data breach occurred.  

Non-EU data controllers 

The GDPR catches operators with no base in the European Union when they 
target offers of goods or services to, or monitor the behaviour of, individuals in 
the EU. These operators must designate a representative in the European 
Union and notify personal data breaches to the supervisory authority of the 
EU Member State where the representative is established. 

Notification obligations under eIDAS Regulation and NIS 
Directive 

In addition to the notification and communication obligations under the GDPR, 

further notification obligations may apply, in accordance with:  

 the eIDAS Regulation (no. 910/2014). Pursuant to this Regulation, 

an electronic trust service provider (the provider of certificates to 

create and validate electronic signatures and to authenticate 

signatories) must notify its supervisory body of breaches of security or 

loss of integrity with significant impact on the trust service provided or 

on the personal data maintained through the trust service.  

 the NIS Directive (no. 1148/2016). Under this Directive, operators of 

essential services (providers of services with remarkable impact over 

social community, such as services in the banking, energy, transport 

and health sectors) and digital service providers (providers of on-line 

services such as e-commerce, on-line search engines and cloud 

services) must notify security incidents to their supervisory authority. 

The NIS Directive provides for a general obligation upon the operators of 

essential services to implement technical and organisational measures to 

handle the risks posed to the security of the network and information system. 

The NIS Directive must be enforced by EU member States by 9 May 2018.  

 

 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN
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