THE GDPR - HOW THE NEW EU DATA
PROTECTION REGULATION IMPACTS
BUSINESSES IN ASIA PACIFIC.

The General Data Protection Regulation (the GDPR) is the
biggest shift in data protection and privacy legislation in
Europe for a generation, with extraterritorial effect, so an
Asia Pacific-based company may have to comply even
though it is not based in Europe.

Failure to comply exposes a company to unprecedented regulatory risk, and
sizeable penalties for serious breaches - up to EUR20 million or 4% of global
turnover - whichever is higher.

e In less than four months, many organisations based outside the EU will
find themselves caught by the GDPR, given that it significantly expands
the territorial reach of existing European data protection and privacy
rules.

e It applies to non-EU companies where services are provided into the EU
or where personal data is obtained in the EU and transferred outside. In
addition, the tighter requirements to obtain valid consent from individuals
to process data, and the expanded list of mandatory information to be
provided to individuals to inform them of the usage of such data, also
require careful consideration and handling.

e The GDPR substantially increases the risks associated with a failure to
comply with the new European data privacy regime. With stepped fines -
of up to 4% of annual global turnover - organisations should determine
whether they are in scope and, if so, the steps necessary to achieve
compliance before 25 May 2018.

e A 72-hour mandatory breach notification to the data protection regulator
and possible natification to at risk data subjects also raises the financial
and reputational risk for non-compliance.

e The direct regulation of data processors is new and will add
unprecedented weight to the compliance burden.

e With corresponding exposure to regulatory investigations, sanctions,
claims from individuals and class actions, with the possibility of criminal
offences being added to this - already lengthy - list as well, now is not the
time to be caught unprepared.
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Key Points:

e The GDPR becomes effective
on 25 May 2018.

e Extraterritorial application if
offering products or services or
monitoring behaviour within
EU.

e Fines of up to 4% of annual
global turnover.

e Introduction of direct statutory
compliance obligations on data
processors.

e Mandatory breach notification
within 72 hours.

e The "right to be forgotten" and
a right of data portability impact
IT systems capability and
design.

e Tighter requirements in order to
obtain valid consent from
individuals.

e Expanded list of mandatory
information to be provided to
individuals.

e Enhanced accountability and
governance requirements.

e Additional mandatory
contractual obligations to be
imposed on data processors by
data controllers.
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KEY ISSUES FOR CONSIDERATION:
Extraterritorial Effect

Asia Pacific-based companies with no presence in the EU will be caught by the
GDPR if they either target offers of goods or services to, or monitor the
behaviour of, individuals in the EU.

Action:

e Assess whether your online activities result in you processing EU personal
data for the purposes of the GDPR. This could include situations where your
websites and apps directly offer goods or services to individuals within the
EU, or where cookies and tracking activities on your websites and apps
monitor the behaviour of individuals within the EU.

Processors are directly regulated

Currently, only data controllers (the organisations deciding on the purpose and
means of the processing) are subject to EU data protection law.

The GDPR changes this. Processors (entities that process personal data on
behalf of controller organisations) are regulated in some key respects, for
example in relation to information security measures and record-keeping
requirements. Importantly, for the first time, processors have liability under the
new law and can be subject to fines.

Action:

e Determine whether your business (irrespective of location(s)) is a data
processor in respect of EU personal data. If so, you are caught by the
GDPR.

e Ensure that you fully understand the new legal obligations on processors,
and their application to your business, under the GDPR. Adopt a
comprehensive programme to implement any changes to ensure
compliance.

e Processors that can demonstrate robust compliance to their respective data
controllers, both ahead of May 2018 and subsequently, are highly likely to
gain a competitive advantage.

Cybersecurity - increased regulatory risk and scrutiny

After 25 May 2018, data breaches involving EU personal data can attract

substantial fines. The GDPR also requires data processors to accept more

onerous cyber and data security contractual provisions.

Action:

e As the risk profile of security breaches increases to high, review and assess

your security measures. Put in place any necessary additional measures to
support GDPR-standard compliance.
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Mandatory breach notification

Personal data breaches must be reported to the data protection regulator without
undue delay, and in any event within 72 hours. All high-risk breaches also
require notification to the data subjects concerned. In addition, processors must
inform their respective data controllers when they become aware of any personal
data breach.

Action:

e Evaluate your processes, procedures and systems and, if necessary,
develop a security breach readiness strategy, to meet the 72-hour breach
notification requirement.

IT systems: capability and design

The GDPR requires organisations to build privacy by design into their systems
and processing activities. Data protection impact assessments will be required
before carrying out processing involving new technology.

IT systems must be technically capable of supporting GDPR compliance, for
example in relation to the rights of individuals to access, rectify and/or erase their
personal data.

Action:

e Engage your IT team now. Review all existing systems to identify any gaps
in current capability against the new requirements of the GDPR. This is likely
to be a very significant workstream within any GDPR compliance
programme. In some instances, systems may need to be (re)designed to
meet the new GDPR obligations.

Data transfers from Europe to anywhere else

Restrictions remain and, under the GDPR, data controllers will no longer be able
to reach their own view on whether a country outside the EEA is adequate.
Assurances must be given that adequate safeguards are in place. There is a
new obligation on data processors to comply with the data transfer regime.

Action:

e Consider how cross-border transfers are currently structured, either as
controller or processor. Changes to processes and contracts may be
required.

Reputational impact

The financial price and reputational impact of getting GDPR wrong would,
undoubtedly, be a board-level issue. Mandatory reporting requirements for
breach, both to regulators and, in some cases, affected data subjects, also add a
new element of reputational risk.

Action:
e A company will need to ensure that it has the resources both to assess
whether a breach has occurred, and then report it within the 72-hour window

to the regulator once this has been established. Delay in reporting and
notice has created the most significant negative publicity in recent breaches.
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