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Foreword

Europe stands at a pivotal moment of generational change. After years of sluggish 
economic growth, concerns about Europe falling behind in global competitiveness 
and innovation are real. Decades of accumulating regulation across various sectors 
are frequently cited as a key factor contributing to these challenges. With rising 
geopolitical tensions, there is now widespread recognition of the urgent need for 
Europe to simplify its regulatory framework and prioritise growth and competitiveness 
across the continent. 

Delivering results in such a challenging economic and geopolitical environment is  
tough and requires a long-term view to be embraced – but Europe still has choices. 
Policy-makers can choose paths that either help or hinder innovation,  
but these decisions involve complex trade-offs across areas such as privacy,  
consumer protection, market efficiency and the appropriate level of decision- 
making and enforcement within the European framework. In 2024, reports by  
Mario Draghi and Enrico Letta set out choices about security, unlocking capital and 
simplifying EU rules. The European Commission’s response to the recommendations 
put forward by those two distinguished academics was reflected in its simplification 
agenda. Yet, by September 2025, Professor Draghi concluded that one year on, too 
little had been done to address those challenges.

This paper examines the economic impact of data regulation in Europe and the 
choices currently facing policymakers. It addresses a specific and important aspect of 
the broader context. Decisions in this area will have a significant impact on Europe’s 
competitiveness. This report demonstrates that the past decade of data regulation in 
Europe has delivered, at best, mixed results. It outlines a number of policy options that, 
if adopted, could substantially improve Europe’s prospects for growth in this area.

Growth remains the central challenge. Europe still has options. This report sets out 
some of these opportunities.
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Executive 
summary

This paper investigates the economic implications of the General Data Protection 
Regulation (GDPR) nearly a decade after its enforcement, situating it within the 
broader debate on the trade-offs between privacy, innovation and competitiveness 
in the European Union (EU). GDPR implementation has revealed a complex 
interplay between legal ambition and economic efficiency. The analysis contributes 
to existing scholarship by (i) reviewing theoretical models of the regulation’s incentive 
mechanisms; (ii) systematically synthesising the empirical literature on firm- and 
user-side effects; and (iii) presenting novel qualitative evidence from expert interviews 
across sectors and firm sizes. Together, these approaches illuminate how compliance 
obligations, market dynamics and behavioural frictions jointly shape the GDPR’s real-
world outcomes.

Economic impact of the GDPR

The evidence reveals a regulation that has successfully elevated formal privacy standards  
but at a significant and uneven economic cost. Fixed and operational compliance 
expenditures, particularly those related to legal interpretation, documentation and 
ongoing monitoring, are substantial and recurrent. Indirect effects include increased 
data acquisition costs, reduced cross-border data flows and a measurable slowdown 
in venture capital investment and innovation intensity in data-driven industries.  
On the user side, enhanced procedural rights have improved transparency but only 
partially been translated into welfare gains: bounded rationality, deteriorating user 
experiences, consent fatigue and heterogeneous preferences limit individuals’ ability 
to exercise control effectively. The resulting situation reflects both progress in legal 
protection and frictions in economic adaptation.

A further contribution of this paper is to identify the institutional and behavioural 
channels through which regulatory design interacts with enforcement. Divergent 
interpretations by national Data Protection Authorities (DPAs) generate fragmentation 
and uncertainty, eroding the coherence of the single market. Moreover, supervisory 
incentives contribute to creating heterogeneity in oversight intensity. These findings 
suggest that the GDPR’s aggregate impact depends as much on its governance 
architecture as on its substantive provisions.
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Policy options

The paper concludes by outlining policy options consistent with the regulation’s original 
intent. Rather than advocating for wholesale reform, the paper argues that incremental 
institutional improvements could restore proportionality and predictability. We discuss  
four policy options, which, in our view, can foster innovation and promote growth in the 
EU ecosystem, while adopting best-practice approaches to data handling. These options 
can be summarised as follows:
 

   Enhance regulatory coherence and consistency

•	 Ensure consistent interpretation and enforcement of the GDPR through 
strengthened coordination under the European Data Protection Board (EDPB). 
Harmonised EDPB guidance, which is evidence-based and proportionate, should 
prevail over national interpretations, supported by regular reviews. This approach 
would reduce compliance costs and provide greater predictability for cross-
border firms. 

•	 Streamline the adoption of sectoral codes of conduct and certification 
mechanisms, particularly for small- and medium-sized enterprises (SMEs) and 
small mid-caps (SMCs). We suggest a simplified certification mechanism for low-
risk businesses, enabling them to demonstrate GDPR compliance seamlessly as 
a form of “innovation safe harbour”. Such a scheme could incentivise upstream 
controllers to rely on certified processors for accountability, thereby reducing the 
need for extensive due diligence and contractual safeguards.  
 
These measures would avoid the need to reopen the GDPR for major 
amendments, limiting regulatory uncertainty and cost. 
 

   Promote proportionality 

•	 Promote proportionate, risk-based approaches within the existing regulatory 
framework, allowing supervisory authorities to tailor requirements to the level of 
risk posed by specific processing activities.  

•	 Regulatory sandboxes should play a constructive role in supporting AI 
development, training and other data-intensive use cases. These sandboxes 
enable data controllers to test privacy-preserving techniques under regulatory 
supervision, helping to reconcile innovation with compliance obligations.  

•	 Provide targeted guidance and support for SMEs and SMCs, ensuring they can 
navigate complex compliance requirements without a disproportionate burden 
and continue to innovate responsibly. 
 

   Clarify and rationalise data subject rights 

•	 Clarify and rationalise the scope of data subject rights by establishing explicit 
criteria and safeguards for managing repetitive or unfounded requests. Clear 
exemptions would prevent abuse, free up resources and enable controllers to 
focus on legitimate data subject demands.  

•	 Develop standardised assessment tools and guidance for controllers to ensure  
consistent application across sectors and jurisdictions. Streamlined procedures, 
such as aggregating similar requests or applying reasonable response 
timeframes, would enhance efficiency while maintaining the integrity of 
fundamental rights.
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   Simplify overlapping frameworks 

•	 Simplify overlapping frameworks by harmonising Data Protection Impact 
Assessment (DPIA) criteria and aligning the GDPR with the e-Privacy regime. 
Replace fragmented national lists of high-risk processing activities with 
a single EU-wide list maintained by the EDPB, ensuring consistency for 
controllers engaged in cross-border operations.  

•	 Aligning the GDPR and e-Privacy frameworks would reduce consent fatigue 
caused by repetitive consent banners and foster innovation. Allowing 
alternative lawful bases for non-intrusive processing, such as fraud detection 
or audience measurement, would protect users, support responsible data use 
and create a level playing field across the EU data value chain. 
 
Such measures would preserve the GDPR’s normative foundations  
while enhancing its economic coherence and adaptability in an  
evolving data economy.
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Introduction1
Almost a decade after its entry into force in May 2018, the GDPR has become one of the  
most ambitious and far-reaching regulatory interventions of the digital age. Conceived 
to rebalance the relationship between individuals and organisations in the use of 
personal data, the GDPR set out to protect fundamental rights while preserving the 
free flow of information within the European Union (EU). Its enactment has profoundly 
shaped the incentives of firms, the choices of consumers and the broader trajectory of 
the data economy. However, the economic implications of the GDPR remain contested.

This paper contributes to the ongoing debate on data regulation economics in three 
ways. First, we provide a discussion of the economic mechanisms through which the 
GDPR produces tangible effects in the economy, both as direct and indirect costs, 
affecting the competitive landscape and incentives to innovate. Second, we provide 
a comprehensive synthesis of existing empirical evidence on GDPR’s firm-side and 
user-side effects, systematically categorising direct compliance costs, indirect market 
effects and behavioural responses. Finally, we present novel qualitative evidence from 
structured interviews with industry experts across firm sizes and sectors, documenting 
implementation challenges and strategic adaptations that quantitative studies  
may miss. Details on the sampling method and the characteristics of the experts are 
presented in the Appendix.

Our objective is twofold: first, to systematise what we know about the mechanisms 
through which the GDPR shapes firm conduct, market dynamics and user behaviour; 
and second, to identify the open questions that still prevent a comprehensive 
individual welfare assessment of the regulation. In doing so, we highlight the policy trade- 
offs at the intersection of privacy, innovation and growth, and offer policy options 
aimed at ensuring that data protection remains compatible with Europe’s long-term 
competitiveness. 

The GDPR emerged from a clear market failure rationale. Information asymmetries 
between firms and consumers, externalities from data breaches and coordination 
problems across EU Member States created suboptimal privacy protection in digital 
markets (Acquisti et al. 2016; Goldfarb and Tucker 2011). The regulation sought to  
correct these failures through enhanced user rights, consent mechanisms for certain 
types of data processing and harmonised standards across the EU. However, economic 
theory also predicts that such comprehensive regulation generates significant 
compliance costs, alters innovation incentives and constrains data flows. The tension 
between privacy protection and innovation efficiency thus represents a fundamental 
trade-off in regulatory design.
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Our analysis reveals a regulation that has successfully expanded formal privacy 
protections while generating substantial and unevenly distributed economic costs. 
All organisations subject to the GDPR, in particular SMEs, in both tech or in traditional 
sectors, face high compliance burdens; venture capital investment in EU data-intensive 
startups has declined; and regulatory uncertainty has dampened innovation in key 
digital sectors. Notably, our expert interviews reveal a critical distinction that existing 
research thus far might have underestimated: the overwhelming burden of operational 
compliance costs relative to technical implementation expenses. While academic 
literature has focused primarily on measurable technical costs – data storage systems, 
consent management platforms, security infrastructure – practitioners consistently 
emphasised that the most substantial and persistent expenses arise from the ongoing 
need to interpret and operationalise GDPR’s complex legal framework. This pattern 
reflects a fundamental characteristic of the GDPR: its principles-based approach created  
interpretive uncertainty that translated directly into recurring operational expenses. 
Moreover, compliance complexity is amplified by the GDPR’s interaction with the 
ePrivacy framework. The coexistence of the outdated ePrivacy Directive (2002),  
coupled with the prolonged negotiation and withdrawal of a harmonised ePrivacy 
regulation, creates additional interpretive ambiguities and divergent national 
enforcement, particularly regarding cookies, tracking technologies and electronic 
communications, that compound operational burdens and undermine the GDPR’s 
harmonisation objective. Related to this, further obligations derive from more recent,  
sectoral-specific rules, such as those of the Digital Services Act (DSA) involving 
transparency in digital advertising. 

Beyond compliance costs, we document evidence of non-compliance among SMEs, 
creating an uneven competitive landscape where larger firms bear full regulatory costs 
while smaller competitors operate under a reduced oversight that triggers moral hazards. 

Evidence from the expert interviews suggest that this asymmetry should not be 
reflected in the regulation itself; rather, enforcement should be adapted in such a way 
to facilitate compliance for all firms without affecting privacy protection. We also discuss 
possible regulatory overreach, where data protection authorities might extend GDPR 
provisions beyond their intended scope, and the failure of intended compliance 
facilitation mechanisms, such as certification schemes and codes of conduct, which 
remain underused across industries. Its divergent national implementations further 
exacerbate regulatory fragmentation. This represents a non-negligible cost, especially 
for multinational firms. 

These findings suggest that GDPR’s implementation may have deviated from its 
original design, with outcomes that can potentially undermine its protective objectives. 
Simultaneously, behavioural frictions on the consumer side limit users’ ability to 
exercise their enhanced rights effectively, creating a gap between formal protections 
and tangible outcomes.

Although many of the studies reviewed in this analysis – and most of the experts 
interviewed – focus on the digital sector, it is important to recall that, unlike more 
recent EU tech regulations such as the Digital Markets Act (DMA) and the DSA, the 
GDPR has a much broader scope that extends beyond digital markets. For example, 
one of the experts we interviewed is the founder of a tech SME that offers GDPR-
compliant data services to traditional, non-digital clients, including hospitals and local 
or regional public healthcare authorities.

The rest of the paper is organised as follows: Section 2 provides a brief overview of the  
legal foundations of the GDPR and its evolution, highlighting relevant provisions with 
direct economic implications; this section was written by Clifford Chance. Section 3 
outlines the key economic mechanisms through which the GDPR affects market 
outcomes, focusing on both firm-side and user-side channels. Section 4 reviews the 
empirical evidence on compliance costs, data flows, firm performance, investment and 
innovation, with particular attention paid to heterogeneity across firms and sectors,  
and discusses the prevailing empirical strategies adopted in the literature. Section 5  
presents the results from the industry expert interviews we conducted. Section 6 
identifies open questions and areas for future research, especially regarding welfare 
effects and long-run market dynamics. Finally, Section 7 concludes with policy options 
aimed at improving the effectiveness of data regulation while fostering innovation and 
growth in the European digital economy.
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Overview  
of the EU data 
protection 
framework2
Data protection and privacy are enshrined as fundamental rights in European law.  
The Treaty on the Functioning of the European Union (TFEU) and the Charter of 
Fundamental Rights of the European Union explicitly guarantee the right to the 
protection of personal data. The Data Protection Directive 95/46/EC, adopted in 
1995, was the first EU law to codify the right to data protection across Member States. 
It aimed to coordinate national laws to facilitate the free flow of personal data within 
the internal market, while safeguarding individuals’ rights. The GDPR represents a 
landmark in the evolution of data protection law. It replaced the Directive with a 
directly applicable regulation, ensuring uniform standards and affirming personal 
data protection as a fundamental right. Alongside data protection, the GDPR balances 
fundamental rights, such as freedom of expression and freedom to conduct a business. 

The GDPR was the result of four years of intense negotiations. The European Commission  
proposed the regulation in January 2012, followed by extensive amendments by the 
European Parliament and Council. The final text was adopted in April 2016, with a two-
year transition period before enforcement began in May 2018. The process involved  
trilogues, lobbying from industry and civil society and debates over balancing innovation  
with privacy. Importantly, the GDPR sits alongside the earlier ePrivacy Directive from 
2002, which regulates direct marketing, the use of tracking technologies and the 
confidentiality of electronic communications. The ePrivacy Directive governs when 
information may be stored or accessed on a user’s device, such as through cookies, 
whereas the GDPR governs the lawfulness of the subsequent processing of any personal 
data collected. Distinguishing between these two instruments is essential: most of 
the day-to-day compliance issues around cookie banners, consent fatigue and online 
advertising arise primarily under the ePrivacy Directive, not the GDPR itself.

Efforts to replace the ePrivacy Directive with a directly applicable ePrivacy Regulation 
were launched in 2017, but ultimately stalled and the proposed Regulation was 
withdrawn by the European Commission in 2025. That outcome left businesses subject 
to divergent national implementations, limiting harmonisation and perpetuating 
uncertainty across the EU. From a growth and competitiveness perspective, this 
failure represents a lost opportunity to achieve the kind of clarity and consistency that 
would have complemented the GDPR’s framework. Renewed discussion of a targeted 
ePrivacy Directive revision, focusing on proportionality, consistency with the GDPR and  
harmonisation of rules across Member States, could still advance these goals without 
reopening the GDPR’s text.
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The GDPR establishes a harmonised legal framework that applies to the processing of 
personal data. The primary goal of the GDPR is the protection of fundamental rights and 
freedoms of natural persons, in particular, the right to the protection of personal data 
(Article 1(2)). In order to operationalise these protections, the GDPR identifies in Article 
4 key actors involved in the processing of personal data. The most relevant for the 
majority of organisations are:

•	 Data controller (Article 4(7)): the natural or legal person, public authority, agency, or 
other body that determines the purposes and means of the processing of personal 
data; and 

•	 Data processor (Article 4(8)): the entity that processes personal data on behalf  
of the controller.

In relation to the data subject rights, such as access, rectification, erasure, restriction, 
portability and objection (Articles 12–22), the GDPR establishes corresponding 
obligations for controllers and processors to make those rights effective.

2.1.1
Obligations for controllers and processors

Article 4 delineates the allocation of rights and responsibilities under the GDPR: 
controllers bear the primary responsibility for lawful processing and accountability,  
while processors are bound by contractual and statutory duties to act only on the 
controller’s instructions and have fewer direct obligations under the GDPR. The GDPR 
accordingly establishes a number of core obligations, including ensuring a lawful basis  
for processing (Article 6); providing transparent privacy information to data subjects 
(Articles 12–14); implementing privacy by design and by default (Article 25); ensuring 
security of processing (Article 32); conducting DPIAs for high-risk processing (Article 35); 
and maintaining records of processing activities (Article 30). Controllers must also be able  
to effectively respond to the exercise of data subject rights, including data subject access 
requests (DSARs), within statutory deadlines (Articles 15–22). Requirements in relation  
to the protection of personal data being transferred to a ‘third country’ outside of the 
EEA also apply to both controllers and processors (Articles 45-49). An overview of key 
regulatory compliance measures and the main cost drivers is presented in Table 1.

Accountability and the data ecosystem

One of the GDPR’s overarching principles is accountability. Article 5(2) GDPR explains 
that a controller must be responsible for, and be able to demonstrate compliance with, 
the GDPR’s principles for processing personal data. A distinctive feature of the GDPR 
framework is that accountability and compliance obligations cascade through entire 
data processing chains. The accountability principle is also reflected in Article 28, which 
lays down the controller’s obligations when engaging a processor. Responsibility for 
compliance therefore falls primarily on controllers, who are expected to closely scrutinise 
and review processor and sub-processor activities, and ensure that “sufficient guarantees” 
are given to meet equivalent compliance standards. In practice, this accountability 
cascade translates into extensive due-diligence, auditing and contractual oversight by 
controllers, with many associated compliance burdens flowing down-stream to providers. 
Pass-through obligations in controller-to-processor relationships create compliance costs 
even for firms that do not interact directly with data subjects. 

2.1
Key legal aspects of the GDPR
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Joint control 

The GDPR explicitly regulates situations of joint control (Article 26), where two  
or more controllers jointly determine the purposes and means of processing.  
|In such cases, the parties are under a legal obligation to conclude an arrangement  
that transparently allocates their respective responsibilities, in particular regarding 
the provision of information to data subjects and the handling of data subject  
rights requests. The arrangement must be made available to data subjects and, 
irrespective of the internal allocation, each controller remains fully liable towards 
data subjects and supervisory authorities. This obligation generates both fixed 
costs (e.g. legal drafting, contractual negotiation) and recurring costs (coordination, 
administration and the monitoring of joint processing activities), with potential 
contingent costs in case of disputes or regulatory enforcement.

2.1.2
EU and extraterritorial reach

The GDPR provisions have to be enforced at either national or EU level depending  
on the institutional competence established in the GDPR. While the GDPR is directly 
applicable across all Member States (Article 288 TFEU), national DPAs are primarily 
responsible for enforcement (Articles 51–59), subject to coordination by the EDPB 
(Articles 60–76). In their enforcement practices, the DPAs retain significant discretion 
in interpreting the rules, which has resulted in divergent enforcement practices 
across Member States. At the same time, the European Commission retains powers 
to issue reports on the evaluation and review of the GDPR, request information from 
Member States and supervisory authorities and propose amendments to ensure 
uniform application (Article 97). In addition to differences in the interpretation and 
enforcement of the GDPR itself, the legal requirements for data protection can, in  
fact, differ between Member States in certain respects. The GDPR allows Member 
States to lay down national provisions in specific areas, known as “opening clauses”, 
such as the minimum age of consent for information society services (Article 8), 
additional safeguards for processing special categories of data (Article 9(4)), or  
the processing of criminal conviction data (Article 10). Together, these factors  
generate heterogeneous normative frameworks across Member States, introducing  
uncertainty and fragmentation of processes, especially for companies operating  
in multiple Member States.

Moreover, the GDPR has extraterritorial reach, applying to non-EU entities that 
process personal data of individuals in the EU where either (a) the processing is linked 
to the offering of goods or services to those data subjects (assessed by an intention 
to target the EU, e.g. EU-facing language, currency, delivery), or (b) their behaviour 
within the EU is monitored (Article 3).1 The extraterritorial scope thereby exports EU 
privacy norms worldwide. The GDPR has also influenced privacy laws in jurisdictions 
such as Brazil, Japan, South Korea and California, demonstrating the EU’s normative 
power in digital governance (Clark et al. 2024). This phenomenon is widely referred to  
in literature as the Brussels Effect (Bradford 2015, 2020), describing the EU’s ability  
to set de facto global standards through its regulations. 

Extraterritorial application of the GDPR has tangible economic implications. A central 
operational cost under the GDPR continues to arise from cross-border data transfers, 
especially since the Schrems II judgment, which required controllers to conduct 
detailed Transfer Impact Assessments (TIAs) when relying on Standard Contractual 
Clauses (SCCs). The EU-US Data Privacy Framework (DPF), adopted in July 2023, 
restored an adequacy finding for certified US importers and reduced the need for 
individual TIAs in that context. However, transfers to non-DPF jurisdictions, or to US  
recipients not certified, still require SCCs or Binding Corporate Rules combined with 
TIAs. These ongoing obligations remain among the most resource-intensive compliance 
areas for international companies. Further harmonisation through EDPB guidance 
or standardised TIA templates could significantly ease the administrative burden and 
support cross-border innovation without legislative change.

1 As will be discussed in the next 
sections, this has had negative impact 
on investments and innovation, also 
discouraging potential stakeholders 
outside the EU.
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Category

Accountability & 
documentation

Technical & security 
measures

Risk assessment & 
consultation

Inter-firm relationships

Representation & 
oversight

Roles

Voluntary mechanisms

Responsibility of the controller 
(Article 24)

Data protection by design/default 
(Article 25)

Security of processing  
(Article 32)

Breach notification  
(Articles 33–34)

Prior consultation  
(Article 36)

DPIA  
(Article 35)

Joint controllers’ arrangement 
(Article 26)

EU representative 
(Article 27)

DPO designation
(Articles 37–39)

Codes of conduct / certification 
(Articles 40–43)

Processor engagement  
(Article 28)

Records of processing  
(Article 30)

Cooperation with authorities  
(Article 31)

Controller

Controller

Both

Both

Controller

Controller

Controllers

Both (non-EU)

Both

Both

Both

Both

Both

Establishment of compliance 
function; legal advice; ongoing 
monitoring and audits

Technical redesign of IT systems; 
integration of privacy features; 
engineering resources

Cybersecurity systems; 
encryption; staff training; incident 
response capacity

Incident detection tools; forensic 
investigations; regulatory 
reporting; communication to 
affected individuals

Legal/technical submissions to 
supervisory authorities; potential 
project delays

Risk assessment consultancy; 
internal resources; documentation 
of high-risk processing

Legal drafting/negotiation; 
allocation of liabilities; potential 
disputes

Hiring representative service in 
the EU; legal fees

Hiring DPO or outsourcing service; 
continuous compliance monitoring

Certification fees; auditing; 
alignment of internal processes

Contract negotiation; vendor due 
diligence; compliance monitoring 
of processors

Administrative record-keeping; IT 
tools for mapping data flows

Administrative workload; 
legal representation during 
investigations

Obligation 
(Article)

Main cost driversSubject 
(Controller or  
Processor)

Table 1:  
GDPR obligations and related compliance 
costs by thematic area (Articles 24-43)
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2.2
The legal future of the GDPR

As part of the two reviews of the GDPR (Article 97) in 2020 and 2024, the European 
Commission and the EDPB have identified simplification and harmonisation as the  
main priorities for the coming years. The Second Report, published in July 2024, 
concluded that the GDPR has delivered important results for individuals and 
businesses, but highlighted challenges such as inconsistent interpretation and 
enforcement across the EU. The report emphasised that companies can view 
GDPR compliance as complex and are fearful of enforcement, in part due to the 
divergence in regulatory guidance, and the European Commission recommended 
that data protection authorities provide tailor-made support and practical tools, 
including templates, checklists and guidance, especially for SMEs. The European 
Commission also encouraged the EDPB and national authorities to resolve diverging 
interpretations for the GDPR between data protection authorities. Simplification 
measures such as the Omnibus Regulation proposal, which we explore below, are legally 
framed as being intended to reduce administrative burdens and are not positioned as 
broader reforms of the GDPR (see Section 7). However, it remains to be seen whether 
GDPR simplification will lead to a full-scale reform of other rights or obligations (e.g. 
data subject rights, DPIAs) in the future.

Increased guidance

In its recently published ‘Helsinki Statement’ (European Data Protection Board 2025), 
the EDPB committed to help make GDPR application easier by adopting and 
publishing increased guidance and tools. Commitments include, among others, 
publishing templates for organisations, adopting a common template for data breach 
notifications for DPAs, compiling ‘case law’ style publications to record positions taken 
by DPAs and preparing ‘EU positions’ to align national and EDPB guidance and ensure 
consistency in cross-border topics.   Indeed, DPA interpretation and enforcement in 
line with harmonised EDPB guidance could ease the compliance burden of all players 
in the data ecosystem while fostering greater consistency of interpretation.

Legislative simplification

The 2024 report by Mario Draghi highlighted that increased complexity of EU rules 
and challenges with implementation have impacted Europe’s competitiveness and  
limited its economic potential and prosperity. The European Commission subsequently 
identified regulatory simplification as a key agenda item to boost Europe’s 
competitiveness (European Commission 2025a) and several simplification measures 
are set to impact GDPR. In May 2025, the European Commission proposed its fourth 
Omnibus Package, which included a proposal to primarily amend Article 30(5) GDPR 
to extend the exemption from maintaining Records of Processing Activities (RoPAs) 
to SMCs2 and organisations with fewer than 750 employees,3 in addition to SMEs 
(Omnibus Regulation). The obligation to maintain RoPAs for the in-scope organisations 
will be limited only to ‘high-risk’ processing;4 however, processing special category  
data for determined purposes would not trigger the obligation to maintain RoPAs.5  
The proposal is currently under review by the European Parliament and by the Member 
States and could take several months before possible adoption.

Harmonisation of cross-border enforcement

In addition to the Omnibus Regulation proposal, the GDPR could also be further 
reviewed in the context of the EU’s Digital Omnibus Package, a legislative measure 
foreseen for the fourth quarter of 2025 (European Commission 2025d). The Digital 
Omnibus Package will entail a review of the EU digital acquis, including the GDPR and 
the ePrivacy framework (footnote 29, European Commission 2025b), to ensure that  
EU legislation is simple and “adequately reflects the needs and constraints of businesses  
such as SMEs and small midcaps” (European Commission 2025b). Any legislative 
proposals under the Digital Omnibus Package are unlikely to be adopted by  
co-legislators before 2027–2028. In the meantime, the most immediate levers for 
simplification lie in the EDPB’s 2025 Helsinki Statement commitments. 

Further development of the GDPR could also follow up on future adoption of  
the European Commission’s European Data Union Strategy initiative (European 
Commission 2025e), which aims to streamline existing data rules, particularly the 
growing number of reporting and notification requirements across legislations,  
for instance, by enabling automatic compliance with reporting obligations. 

2 Omnibus package proposes a new 
SMC definition that recognises small 
mid-caps as a separate, intermediate 
company category – these are companies 
with fewer than 750 employees, and 
either (a) up to EUR 150 million in annual 
turnover or (b) an annual balance sheet 
total not exceeding EUR 129 million 
(European Commission 2025c).

 
3 Article 1, Omnibus Regulation.  
The proposed amendment thus does 
not specifically limit the derogation to 
SMCs as defined above, but also other 
organisations that may have fewer than  
750 employees. This Article also proposes 
to extend the scope of codes of conduct 
(Article 40 GDPR) and data protection 
certifications (Article 42 GDPR) to take 
into account the needs of SMCs rather 
than just SMEs.

 
4 As defined under Article 35 GDPR  
for DPIAs.

 
5 This would apply when processing 
special category data for the purposes 
of carrying out the obligations and 
exercising specific rights of the 
controller / data subject in the field 
of employment, social security and 
social protection law; see Recital 10, 
Omnibus Regulation.
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Simplification of GDPR enforcement across Member States has also been a focus for  
the European Commission and co-legislators. In June 2025, the Council of the European 
Union and the European Parliament reached a provisional agreement on the European 
Commission’s proposal for a regulation laying down procedural rules to improve 
enforcement of the GDPR in cross-border cases (GDPR Procedural Regulation, Council 
of the European Union 2025). Key changes include harmonisation of administrative 
procedures relating to rights of complainants and admissibility of cases (European 
Parliament 2025a). Companies under investigation will have the right to receive 
preliminary findings to express their views on them, investigations will need to  
be completed within 15 months in most cases, and a simpler cooperation procedure 
between DPAs will be implemented. As for the next steps, the Regulation is pending 
formal approvals by co-legislators, following which it could be published in the EU 
Official Journal and then enter into force (European Parliament 2025b).



The GDPR alters the strategic environment  
faced by both firms and users. Economic theory 
would predict that:

firms would suffer lower profitability due to 
compliance costs and reduced data access;

investments in EU businesses would be 
discouraged, potentially leading to market 
concentration and reduced innovation;

firms’ productivity would reduce due 
to restrictions on data collection and 
processing; and 

the protection of users could be 
compromised due to behavioural frictions. 

Together, these mechanisms explain how data 
regulation can generate both intended and 
unintended market effects.
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Competing 
perspectives in  
the economics  
of the GDPR3

Key takeaway This section aims to discuss the main theoretical arguments behind the economic 
effects of the GDPR. As we will discuss in the following sections, the evidence on the  
relevance of these mechanisms is mixed, in part because of the difficulty of measuring in 
the data some of the phenomena highlighted by the theory. We find it is nonetheless 
useful to root the empirical analysis that will follow in a comprehensive review of the 
theoretical arguments.

EU legislators proposed the GDPR to mitigate markets failures in data markets. First, 
information asymmetries created suboptimal outcomes where consumers lacked an 
adequate understanding of how their personal data was collected, processed and 
monetised, leading to systematic under-protection of privacy (Goldfarb and Tucker 2011;  
Acquisti et al. 2016). Second, firms were not fully internalising the material and social 
cost of data breaches and privacy violation, possibly undermining consumers’ trust in  
digital services, and thus causing reputational damage and increased monitoring 
costs (Miller and Tucker 2011). Third, a coordination problem emerged across Member 
States, where the absence of harmonised privacy standards created a “race to the 
bottom” as firms competed by reducing privacy protections to minimise compliance 
costs (European Data Protection Supervisor (EDPS) 2014). Fourth, the concentrated 
market power among the largest digital platforms allowed them to impose 
unfavourable privacy terms without significant user attrition, exploiting the relatively 
inelastic demand for their services (Cremer et al. 2019). Finally, privacy protection 
exhibited characteristics of a public good, being systematically under-provided by 
markets because the benefits of robust data protection extended beyond individual 
consumers to society as a whole. 

The GDPR was designed to correct these market failures by establishing mandatory 
consent mechanisms, data minimisation principles and harmonised standards across 
the EU, theoretically leading to a more efficient equilibrium where privacy preferences 
could be better expressed and respected. 

Figure 1 illustrates the GDPR ecosystem and the relationships between its key actors. 
Users provide personal data to data controllers (such as digital platforms, online services 
or businesses) in exchange for content and services. Data controllers are responsible 
for determining the purposes and means of processing personal data and must comply 
with GDPR obligations, including obtaining valid consent and ensuring transparency 
through privacy policies. Data processors operate on behalf of controllers, processing 
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personal data according to the controller’s instructions under strict accountability 
requirements. The regulator (such as national DPAs) oversees the entire ecosystem, 
ensuring compliance through enforcement actions while providing protection to users’ 
fundamental rights to data protection and privacy.

Figure 1: Example of the ecosystem affected by the GDPR

Compliance with GDPR influences firm profitability both directly, through compliance 
and data management costs, and indirectly, by reshaping competition, innovation and 
consumer trust. While all firms must meet the same legal baseline, differences in how  
effectively they implement privacy and data governance practices can still affect 
competitive outcomes. Firms that go beyond mere formal compliance, by embedding 
privacy-by-design, demonstrating stronger accountability, or integrating privacy into 
product differentiation strategies, may gain reputational and operational advantages, 
particularly in markets where trust and data quality are critical assets. The magnitude 
of these effects is not uniform: it varies with the structural characteristics of the firm 
(e.g. size, financial and technical resources, degree of reliance on data) and with the role  
it occupies within the data ecosystem. As a result, GDPR can simultaneously constrain 
firms through additional compliance burdens and enable them to differentiate through 
enhanced privacy standards, risk reduction and improved data governance.

Fixed costs

The cost of GDPR compliance can be divided into two main categories: one-time fixed  
costs, which are needed to establish a compliant infrastructure, and recurring 
operational costs, which emerge once this infrastructure is in place and relate to the 
continuous operation of compliance systems. An overview of these costs is described 
in Table 2. 

For data controllers, fixed costs include comprehensive legal assessments, redesigns 
of system architecture to enable portability and erasure rights, adoption of privacy-by-
design frameworks and initial staff training. For data processors, they are often more 
limited, typically involving technical security upgrades, basic training, negotiations  
of agreements with controllers and sub-processors and the creation of architecture 
and processes required to give effect to contractual commitments made to controllers. 

Recurring costs

Controllers face ongoing legal counsel, privacy impact assessments, periodic audits, 
continuous staff training, system maintenance and the administrative workload of 
responding to data subject requests, as well as opportunity costs from forgone data-
driven revenues. 

3.1
Firm-side effects
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Processors must sustain regular security monitoring, internal and external audits, updated  
staff training and the maintenance of compliance documentation and processes to  
satisfy controllers. These firms bear recurrent expenses in monitoring consent mechanisms, 
 auditing data-handling practices, reviewing contracts and managing more restrictive 
access conditions. Because many of these costs are fixed in nature (Demirer et al. 2024), 
they weigh disproportionately on smaller firms, creating threshold effects that raise 
barriers to entry and favour larger incumbents  (Gal and Aviv 2020).6 

Beyond these immediate and measurable compliance expenses, the regulation also 
generates indirect effects by raising the shadow cost of data-related activities – such 
as collection, storage and processing – without directly expanding revenue potential, 
thereby reshaping firms’ incentives to experiment, innovate and compete.

Benefits

Firms can achieve medium- and long-term benefits from GDPR compliance. Such 
gains arise because the regulation mitigates coordination failures and information 
asymmetries that had previously prevented firms from voluntarily adopting higher 
privacy standards (Acquisti et al. 2016). In effect, the GDPR transforms privacy from a 
credence attribute into an attribute that can be verified in terms of compliance with 
specific regulatory provisions. Compliant firms may thus reduce privacy-related risks, 
lowering expected breach and penalty costs (Romanosky 2016), while retaining the 
possibility to differentiate themselves in privacy-sensitive markets, where enhanced  
trust and reputation translate into stronger customer acquisition and retention, via  
even higher standards. This is especially likely in markets such as finance and healthcare. 
Operational efficiencies may also arise from improved governance and data 
minimisation. Theory also suggests that processors with demonstrable GDPR 
expertise may charge premium prices and consolidate market positions (Gal and 
Aviv 2020; Johnson 2022). Potentially, the presence of consent-based mechanisms, 
while reducing the set of observable users due to opt-out decisions, might increase 
the precision of data over the features of the group of consenting customers, thus 
strengthening targeting and analytics for this selected customer group. This result, 
extensively discussed by Aridor et al. (2023), may seem counterintuitive: increased 
trackability, in fact, is not expected to be an immediate consequence of the GDPR. This 
is explained as possible substitution away from other privacy tools, such as browser-
based privacy means, such as cookie blockers, cookie deletion and private browsing.

More generally, compared to a counterfactual scenario with no privacy regulation but 
nonetheless in the presence of obligations arising from other provisions in the legal 
system, such as tort law, compliance with a specifically designed regulatory framework 
provides insurance value against regulatory fines, litigation, and reputational damage, 
and may facilitate smoother interactions with supervisory authorities. The extent of 
this insurance value clearly depends on the certainty of enforcement and clarity of the 
interpretation of the law, which, as we will discuss later, has not been uniform across 
countries and over time.

6 As we will describe in Sections 4 
and 5, most SMEs fail to comply 
with GDPR requirements and lack 
a minimal infrastructure to ensure 
proper data-handling practices.
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Sources: Demirer et al. (2024), Expert Survey Interviews

GDPR compliance entails high upfront investments and recurring operational costs, 
while benefits, such as consumer trust or stronger data security, are mostly indirect  
and arise only with widespread adoption. These features, coupled with fixed  
costs weighing disproportionately on SMEs (Gal and Aviv 2020) and less stringent 
monitoring of the latter type of firms, creates a potential moral hazard problem for 
SMEs in the form of non-compliance.7 This asymmetry also distorts competition and 
might make larger firms, though better equipped to comply, less willing to conduct 
business with SMEs.8 The result is a shift toward first-party data, weaker data-sharing 
ecosystems and fewer incentives for entry, particularly for independent controllers 
and processors that rely on cross-site or cross-app data flows, resulting in greater 
market concentration and less dynamic markets (Christensen et al. 2013; Gal and Aviv 
2020; Jia et al. 2021; Demirer et al. 2024). In combination with reduced venture capital 
flows and limited data availability, these forces might contribute to slowing down the 
digital transition of EU firms and weakening the EU’s long-term competitiveness  
(Dubé et al. 2025).

Data Controllers

Data Processors

Third Parties

Fixed: legal assessments, system redesign, 
privacy-by-design, training

Fixed: legal assessments, security 
upgrades, training, contract renegotiations 

Fixed: legal review, safeguards, business 
process changes

Recurring: consent monitoring, audits, 
contract reviews

Recurring: negotiating contracts, 
monitoring, audits, documentation upkeep

Recurring: keeping updated with 
changing legal interpretations, negotiating 
contracts, audits, DSAR handling, system 
maintenance, etc.

Opportunity cost from forgone data-
driven revenues

Higher shadow cost of data 
management

Lower margins due to compliance 
overhead

Restrictive access to the data ecosystem

Loss of agility in targeting/analytics

Risk of exclusion from partnerships

Lower incentives to service innovation

Reduced flexibility in experimentation

Slower innovation cycles.

Direct costs Indirect costs

Table 2:  
Direct and indirect compliance 
costs across firm roles

7 As reported in Sections 4 and 5, a large 
fraction of SMEs fail to comply with  
GDPR requirements, lacking appropriate 
infrastructure, even in recent years.

 
8 See the earlier discussion on the 
accountability principle.
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9 Some aspects in Table 3 are not a direct consequence of the GDPR but rather stem from  
the earlier ePrivacy Directive. For instance, the proliferation of cookie banners and consent 
pop-ups originates in ePrivacy rules on electronic communications, though the GDPR has 
amplified their effects by tightening consent requirements, broadening their scope and increasing 
enforcement pressure.

Unlocking growth: exploring the economic impact of GDPR for tomorrow’s Europe

A significant share of personal data processing can generate direct benefits for users: 
greater personalisation of products and services, smoother customer interactions and 
more efficient processes such as payments, deliveries and customer support. Access to 
personal data has also underpinned the development of the internet economy  
and the provision of free services – most notably, search engines and social media.  
Yet, evidence shows that users often lack full awareness of whether, and to what extent, 
their data are accessed and processed, raising concerns about transparency and 
informed consent. Beyond these practical concerns, the GDPR was designed to 
enhance user-side outcomes by improving transparency, autonomy and individual 
control over personal data. From an economic perspective, regulation is welfare 
enhancing insofar as it increases user trust and reduces information asymmetries 
between firms and consumers (Acquisti et al. 2016; Campbell et al. 2015). The regulation 
establishes three foundational pillars for user empowerment:

•	 Enhanced transparency:  
clear and comprehensible information about data processing activities,  
including the logic behind automated decision making (Articles 12 to 14 GDPR); 

•	 Procedural rights and control:  
actionable rights to access, rectify, erase and port personal data (Chapter 3 GDPR), 
operationalising the principle of informational self-determination; and 

•	 Substantive protections:  
limits on processing that may lead to discriminatory effects or undermine 
human dignity, particularly through restrictions on sensitive data and automated 
decision making (Articles 9 and 22 GDPR).

In theory, all three pillars should translate into higher consumer protection and 
enhanced user control over their own data, bringing users a net benefit. This is 
because an underlying assumption of the GDPR is that users are able to make opt-in 
and opt-out decisions in their best interests. In practice, however, the regulation also 

3.2
User-side effects

Direct effects

Indiret effects

Higher trust and willingness to  
share data

Stronger autonomy and perceived control

Broader trust in the digital ecosystem 

Metrics: DSAR volumes, trust surveys 

Increased participation in products  
and services

New frictions in user experience 
(consent banners) 

Unequal user benefits / digital exclusion 

Consent fatigue 

Metrics: DSAR complaints, uneven | 
opt-in patterns

Risk of churn or reduced usage 

Metrics: unsubscribe rates, cookie 
rejections 

Metrics: opt-in/opt-out rates, cookie 
acceptance/rejection  

Positive Negative

Table 3: 
User-side effects 
of GDPR9
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constrains data use by imposing limits on collection and processing, thereby in some 
cases creating a trade-off between enhanced user protection and the convenience or 
efficiency gains that data-driven services can deliver. These trade-offs can be observed 
empirically in user behaviour. However, actual welfare gains are also constrained by  
behavioural frictions. Individuals often struggle to understand complex privacy 
information, underestimate long-term risks and experience decision fatigue when 
repeatedly confronted with consent choices (Acquisti et al. 2017; Brandimarte et al. 2013).

As a result, the GDPR’s promise of enhanced user agency is only partially realised: while  
rights and safeguards exist on paper, their effectiveness ultimately depends on users’  
cognitive capacity, attention and willingness to act, creating a gap between formal 
protections and experienced outcomes. 

A related development is the rise of “pay-or-consent” models, in which users must either  
agree to data collection for ad-funded access or pay for a privacy-preserving subscription. 
While this could ex ante be perceived as a better alternative for consumers, as users 
are given the autonomy of an informed active choice, this can also have unexpected 
consequences. Studies show that when privacy regulation lowers advertising revenues, 
platforms adjust by raising ad loads in free tiers and reducing subscription prices, 
pushing more consumers toward paid options (Casner and Leisten 2025). This mechanism 
may more extensively harm low-income users, who remain in ad-supported tiers with 
heavier ad exposure, while higher-income users benefit from cheaper subscriptions 
and stronger privacy. As such, the consent model, when paired with monetisation 
strategies, can unintentionally reinforce inequality in digital markets.

A recent Financial Times report cited Danish government estimates that incoming 
EU rules could add up to €124 bn in annual compliance costs for firms and public 
administrations (Foy et al. 2025), underscoring how the cumulative effect of regulation 
is increasingly viewed as a structural drag on European competitiveness. More regulation 
typically expands the bureaucratic apparatus required to implement it – both within 
firms (compliance, legal interpretation, documentation, audits) and within the public 
sector (rule making, guidance, monitoring, enforcement, cross-border coordination). 
This adds fixed and recurring administrative costs that act like a shadow tax on activity, 
as well as capacity constraints (backlogs, delays) that can distort allocation and slow the 
diffusion of new technologies. As the GDPR matured, DPAs’ mandates, budgets, and 
staffing grew to translate legal mandates into operational oversight, increasing the 
number of discretionary decisions (prioritisation, sanctioning, settlement) taken under 
uncertainty.

3.3
Impacts on the public sector and the economy

Figure 2: GDP per capita and Business Index, EU Member States (2020) 
Regulation Index vs GDP per capita (2020): EU vs World 
Sources: Penn World Table – GDP per capita values; Doing Business Project 2004–
2020 – Business Regulation Index.
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In such environments, classic public-choice frictions - information asymmetries, agency  
slack and rent-seeking - become first-order, making the regulator’s objective function 
a key determinant of enforcement intensity and style (Niskanen 1975; Laffont and 
Tirole 1991). Even holding statutory goals fixed, supervisory authorities may face covert 
incentives that shape how - and how hard - GDPR is enforced. Figure 2 plots GDP per 
capita against the Doing Business “Starting a Business” score (procedures, time, costs, 
minimum capital). Higher values indicate a more burdensome start-up environment. 
For Member States, the relationship is negative: economies with a more restrictive 
start-up environment tend to have lower per-capita income (descriptive association). 
Ireland, Denmark and the Netherlands combine low scores with high income, whereas 
Poland, Italy and Bulgaria display higher scores and lower income. While this index 
captures a general administrative burden - not privacy per se - when combined with 
evidence on GDPR compliance  costs (Section 4) and the data-focused nature of recent 
innovation, it suggests a plausible mechanism through which privacy bureaucracy may 
dampen investment and slow the diffusion of new, data-driven technologies (Alesina 
et al. 2005; Pellegrino and Zheng 2023)

3.3.1
Covert incentives of supervisory authorities

While the GDPR was designed to correct market failures and protect users, it also  
created a new layer of strategic interaction: the incentives of the supervisory authorities 
(DPAs) themselves. Economic theory in public choice and regulatory economics has 
long recognised that regulators are not neutral implementers of the law, but actors 
with their own objectives (Niskanen 1975; Laffont and Tirole 1991). A first concern is 
the classic risk of regulatory capture: established regulators may develop overly close 
relationships with the industries they supervise, leading to under-enforcement that 
serves industry interests rather than public welfare (Stigler 1971; Laffont and Tirole 
1991). This may distort competition and reduce the effectiveness of privacy protection. 
A second mechanism is driven by career incentives. “Career concerns” models predict 
that newly appointed regulators may engage in tougher or more visible enforcement 
to establish a reputation for competence and independence (Holmström 1999; 
Dewatripont et al. 1999). Such behaviour may generate a form of moral hazard: 
regulators maximise their own reputational returns by imposing excessive fines or 
pursuing high-profile cases, even if these actions do not align with socially optimal 
enforcement. Evidence from other regulatory domains - such as banking supervision 
(Agarwal et al. 2014) and judicial decision-making (Lim 2013) - confirms that new 
officials often adopt stricter sanctions early in their tenure. 

Moreover, compliance feeds on itself. The mechanism behind the “compliance doom 
loop” discussed by Garicano (2024)10 is that, as more smart people go into compliance 
jobs, they coordinate better, learn the system, and their influence creates more rules 
and hurdles. This raises costs, slows innovation and shrinks profits from innovative 
entrepreneurial activities. In turn, this also makes productive work less appealing and 
pulls even more talent into compliance - a self-reinforcing loop of increasing returns.

Although, to the best of our knowledge, no study has yet applied these political economy  
and organisational frameworks directly to GDPR enforcement, cross-country patterns 
indicate reputational strategies. Some DPAs have imposed a small number of large 
fines, maximising visibility, while others have issued numerous smaller penalties, 
signalling consistency and vigilance. These differences may stem not only from 
institutional design (centralised vs. decentralised authorities) but also from regulators’ 
incentives to build legitimacy or career capital, as in the models of Holmström 1999  
and Dewatripont et al. 1999. Clear limits to the enforcers’ mandate and clear boundaries 
to the scope of the regulation are the typical solutions suggested by the literature.

10 See Garicano, L. (2024), ‘The Compliance 
Doom Loop’, Silicon Continent, 
November 12. Accessible at https://www.
siliconcontinent.com/p/the-compliance-
doom-loop.
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From theory  
to practice:  
a review 
of existing 
evidence4

Key takeaway

Empirical evidence confirms that GDPR has 
generated substantial economic effects for both 
firms and users: 

On the firm side, compliance costs, 
reduced data availability and increased 
legal uncertainty have especially affected 
smaller and more data-intensive 
companies, reducing innovation, impacting 
profits and sales and increasing market 
concentration. 

On the user side, while GDPR expanded 
privacy rights, behavioural responses, such 
as consent fatigue and susceptibility to 
dark patterns, have limited the protective 
power of the regulation. 

The net result can be read as follows: 
nonconsenting users gain privacy; consenting 
users become more valuable to firms. Together, 
these findings suggest that regulatory design 
must carefully account for firm heterogeneity 
and user behaviour to avoid unintended welfare 
losses.

The economics of the GDPR has sparked the interest of various scholars from the 
social sciences. In this section, we review the main contributions to the research 
area in order to validate the theoretical predictions of Section 3. The emerging results 
paint a complex and often paradoxical picture. While the GDPR has indeed expanded 
privacy rights and forced companies to rethink their data management practices, it has 
also generated significant compliance costs that have considerably affected firms 
and the entire EU ecosystem, discouraging investments and slowing down innovation. 
At the same time, users’ behavioural responses – from consent fatigue to susceptibility 
to dark patterns – have limited the protective effectiveness of the regulation.

As described in Section 3, the GDPR gives rise to two broad categories of compliance 
costs for firms. On the one hand, there are explicitly mandated costs, such as 
investments in infrastructure that ensure conformity with the regulation (e.g. consent 
mechanisms, privacy policy updates, data minimisation processes). On the other hand, 
there are indirect costs that follow from the regulation itself, including restrictions on  
data flows and access to third-party data, the diffusion of dark patterns – namely, 
interface designs that steer users toward giving consent they might not otherwise 
provide – in consent design, and the increased uncertainty surrounding the financing 
and release of new technologies. The central economic concern is therefore the burden 
of compliance costs, both direct and indirect, that firms must sustain to align their 
data practices with the GDPR. The emergence of a specialised industry for compliance 
solutions – ranging from consent management software to audit tools and legal 
technologies – illustrates how pervasive these requirements have become across 
business functions.

4.1
Firm-side effects

Unlocking growth: exploring the economic impact of GDPR for tomorrow’s Europe
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4.1.1 
Direct effects

The GDPR requires firms to reorganise several internal processes. Compliance entails, 
for instance, appointing a Data Protection Officer (Article 37) and preparing DPIAs 
(Article 35). In addition, companies must adopt technical safeguards (Article 32) 
and organisational procedures to handle consumer rights’ requests, ensure staff 
training and meet strict reporting duties in the event of a data breach. Fortune 
500 companies spent an average of $15.8 million each on initial GDPR compliance 
preparation (2016-2018), with total Fortune 500 spending reaching $7.8 billion 
during the implementation phase (Lindsey 2017). SMEs face initial compliance costs 
ranging from $550,000 for smaller companies to $3 million for medium-sized firms, 
followed by ongoing annual maintenance costs that are typically 20-30% of initial 
implementation expenses. Figure 3 shows the evolution of privacy budgets based 
on the International Association of Privacy Professionals (IAPP) Privacy Governance 
Reports. Between 2019 and 2021, privacy budgets that firms allocated to compliance 
increased by approximately 75%, and mean actual spending by about 40%. The 
divergence between median and mean values highlights the skewed distribution 
of compliance costs: while the typical firm experienced a sharp increase, averages 
are pulled upward by very large organisations with multimillion-dollar allocations. 
Cost composition remained stable across years, with staff salaries and compliance-
related personnel expenditure representing the largest share, complemented by 
investments in technology, legal services and external consultants. Smaller firms 
relied more heavily on human resources and outside advisers, whereas larger 
incumbents allocated proportionally more to technological solutions. This dynamic 
reflects a core economic concern: compliance costs, both direct and indirect, scale 
disproportionately with firm size, imposing a heavier burden on SMEs while being 
more easily absorbed by incumbents.

While these figures are useful, systematic evidence on the direct costs of such 
compliance obligations remains limited, making it difficult to quantify their financial 
burden. For this reason, scholars often turn to firm performance indicators, such 
as revenues and profitability, as indirect measures of the economic effects of the 
regulation. From a financial standpoint, there is evidence that the firms exposed to 
GDPR experienced, on average, an 8% drop in profits and a 2% drop in sales (Frey and 
Presidente 2024). Such adverse effects were primarily borne by SMEs, while larger 
firms were better able to absorb or offset these costs, through better resources. The 
authors suggest that the largest tech firms experienced no significant economic impact. 

Figure 3: Evolution of privacy compliance budgets (2017-2021)  

Notes: Median figures reflect the typical organisation, while means are pulled upward by very 
large outliers (e.g. U.S. multinationals with budgets exceeding $1M). Budgets represent planned 
allocations, whereas expenditures capture actual spending, which can exceed budgets due to 
unforeseen compliance demands (e.g. data subject requests, regulator investigations or breach 
response). The sharp drop in the 2019 median is consistent with a one–off spike of investments 
around GDPR enforcement in 2018, followed by stabilisation. Source: Elaboration of data from 
IAPP-EY Annual Privacy Governance Reports 2017, 2019, 2021 as cited by Demirer et al. 2024
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These results seem to support the view that such compliance costs and complex rules 
may unintentionally entrench dominant data-rich firms by raising rival costs (Gal and 
Aviv 2020; Peukert et al. 2022), and explain the increase in market concentration in 
data-heavy industries after 2018 (Frey and Presidente 2024). However, data collected 
on the volume and amounts of fines issued by DPAs highlights how larger companies 
tend to be under stricter regulatory scrutiny, partially offsetting these conclusions. 
However, beyond these econometric estimates, we also have less structured evidence 
from industry surveys.

4.1.2
Indirect effects

Beyond the explicit compliance requirements mandated by the GDPR, the regulation 
has generated a broader set of indirect economic effects that may ultimately prove 
more consequential than direct compliance expenditures. These indirect costs arise 
not from specific legal obligations, but from the economic disruptions that follow when  
firms must fundamentally alter their data collection, processing and sharing practices. 
Unlike direct costs, which are relatively straightforward to identify and measure, 
indirect costs manifest through complex market mechanisms: reduced data availability 
constrains firms’ ability to personalise products, services, interactions and marketing, 
and optimise operations; regulatory uncertainty dampens investment in data-
intensive technologies; and the fragmentation of data flows across jurisdictions creates 
inefficiencies in global business models. The economic significance of these indirect 
effects lies in their potential to reshape competitive dynamics and innovation patterns 
across entire industries. While large incumbents may absorb or even benefit from these 
changes by leveraging their existing data assets and compliance capabilities, smaller 
firms and new entrants often face disproportionate barriers to market participation. 
This asymmetric impact suggests that the GDPR’s indirect costs may have far-reaching 
implications for market structure, technological progress and, ultimately, economic 
welfare effects that extend well beyond the immediate compliance burden and may  
persist long after firms have adapted their formal procedures to meet regulatory 
requirements. Finally, recent studies have shown a possible ‘bright side’ of the GDPR: 
by attracting more privacy-conscious users, it may have increased the average level 
of trust and engagement within compliant platforms, bringing a net benefit for both 
users and firms (Choe et al.). 

Impact on data availability 

Whenever users do not give their informed consent, companies are unable to track 
them across websites and share such data with third parties. Conceptually, then, 
another immediate consequence of the GDPR is the reduction in the availability of data  
for affected firms. A study by Demirer et al. (2024) of firms affected by the GDPR 
estimated an increase in the data acquisition cost (the cost of acquiring one unit of 
data) by approximately 20%, and a significant reduction in the intensity of the data, 
i.e. the relative reliance on data as an input for their business operations and activities. 
The overall increase in costs is mitigated by the relatively small prevalence of data 
acquisition on the total inputs. The authors took advantage of different exposures 
of firms to GDPR and documented a decline in the share of data-related inputs in the 
overall input mix or the extent to which firm operations rely on external data sources.11 
Another study from Goldberg et al. (2024) shows that the GDPR caused a reduction 
in data availability, which translates into less targeted advertising opportunities and, 
thus, quantified a reduction in web traffic by 11.7% and related e-commerce revenues  
by 13.3%. On the one hand, one could argue that the reduction in data availability does 
not necessarily translate into a reduction in welfare, as some consumers are now able to 
opt-out from tracking technologies and make an informed choice. On the other hand, 
the assumption that user choice to accept or reject cookies is an informed decision  
might be inaccurate, which could undermine this argument. Other interesting results 
are those from Aridor et al. (2023), which more specifically focus on data-intensive 
sectors, using data from an Online Travel Agency. Their results suggest that while 
there is a drop in the number of users accepting cookies, this is not large (c.12.5%), and 
trackability increases for the remaining users, possibly because of substitution away 
from weaker privacy tools, such as cookie blockers. There are two opposing forces 
at play: non-consenting customers gain in privacy protections at a loss for firms, 
while consenting customers become more valuable due to available insights based 
on personal data collection. In a related structural analysis, Alcobendas et al. (2023) 
model consumer demand and firm competition in prices and targeted advertising, 

11 This study is extremely valuable in its  
use of granular data from a global cloud-
computing provider. While this result 
provides a useful intuition of the direction 
of the effect, the reader shall be aware 
that a perfect estimation of such costs  
is inherently complex given the large 
differences across firms affected.
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and simulate a policy shock that limits the precision of targeting – akin to a GDPR-
induced restriction in the availability of individual-level data. In their framework, 
the treatment consists of reducing the accuracy with which firms can identify 
high-probability buyers for their ads, effectively introducing noise into the targeting 
technology. This restriction leads to lower conversion rates, reduced incentives to 
reduce prices and, consequently, higher average prices. Their counterfactual analysis 
shows that such a shock shifts market shares toward large incumbent firms and 
generates heterogeneous welfare effects: consumers previously benefiting from 
targeted discounts by smaller firms experience the largest losses, while core customers 
of large firms are relatively unaffected.

This reduction in data availability strengthens firms’ incentives to design consent 
flows that maximise user opt-in. A common response has been the diffusion of 
dark patterns – interface designs that subtly steer users toward accepting cookies 
or sharing more information. By raising consent rates, such practices partially offset 
the data losses induced by stricter regulation, but they do so at the expense of 
the GDPR’s substantive requirement that consent be freely given, specific, informed, 
and unambiguous (Article 4(11), Article 7 GDPR). As documented by the European 
Commission (Lupiañez- Villanueva et al. 2022), strategies such as hidden information, 
false hierarchy or visual interference compromise voluntariness and transparency, 
while practices such as bundling consent with unrelated services or dispersing 
controls across complex menus undermine user autonomy. The persistence of these 
designs highlights a paradox: the very rules intended to enhance privacy create 
economic pressures that incentivise firms to adopt manipulative consent architectures.

Innovation and financing 

As noted by Bergeaud et al. (2021), the welfare effects of regulation are typically 
underestimated if innovation is not considered. The GDPR has impacted both 
innovation and investments in the EU, which eventually determine slowdowns in 
economic growth. Given that most recent innovation is technological and inherently 
data-intensive, from AI and machine learning to the Internet of Things (IoT) and digital 
platforms, privacy rules become a first-order input to the innovation production 
function: constraints on data collection, sharing and reuse can depress research and 
development (R&D) productivity and slow diffusion. A study by Jia et al. (2021) shows 
that venture capital investments in the EU fell significantly after GDPR relative to the 
US and the rest of the world, with the effects concentrated among younger, data-
intensive firms, consistent with higher compliance costs, legal uncertainty and weaker 
data monetisation. In subsequent work, Jia et al. (2025) document a transatlantic 

“pullback,” with a decline in US-led deals in EU startups, again particularly among newer  
or data-driven ventures, suggesting that privacy regulation can deter foreign capital 
and limit cross-border scaling opportunities. The GDPR might have discouraged higher 
entry alongside investments. A paper by Janßen et al. (2022) examines the impact of  
GDPR on innovation in the mobile app market, which is a context characterised by many  
small developers and where innovation is prone to be impaired. The authors found a 
remarkable reduction in app availability in the short term, measured over a window 
of about one year after the enforceability of the regulation in 2018. This materialised 
as higher exits from the store, without a proportional paralleled entry of new apps. 
The authors call this a lost generation of innovative products. Another example of this 
phenomenon has been documented by Jin et al. (2024) who found that, after GDPR’s 
rollout, apps serving the five major European markets reduced their use of non-
Google SDKs.12 The authors argue that this dynamic may inadvertently entrench major 
providers at the expense of smaller competitors.

Regulatory uncertainty and monetisation models

A related source of indirect costs emerges from fragmented national interpretations 
of GDPR provisions. For instance, in 2020–2022, the French data protection authority 
issued guidelines on so-called “cookie walls”, requiring that users be offered either 
a “real and fair” alternative to tracking or, in the case of the largest publishers, access 
to content for a “reasonable” price. These requirements introduced significant 
uncertainty, as they blurred the line between data protection and competition law 
by invoking concepts such as market dominance and fair pricing.13 From an economic 
perspective, such interventions complicate publishers’ monetisation strategies and 
risk undermining the financing of content, particularly in the news and media sector 
(TERA Consultants 2024). The broader lesson is that inconsistent national approaches 
can generate indirect compliance costs not through explicit technical mandates, but by 
reducing predictability in revenue models and business practices.

12 SDKs are tools, libraries and 
documentation that developers use to 
build applications for a specific platform or  
system. One example is the one that allows  
a user to log in via her Facebook account.

13 A similar dynamic has emerged under 
the ePrivacy Directive, where the EDPB’s 
proposed guidelines on Article 5(3) 
expanded the established interpretation 
and opened room for diverging national 
enforcement, as industry groups have 
noted (IAB Europe 2024).
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4.1.3
Coordinated compliance

The effectiveness of privacy regulation fundamentally depends on universal 
compliance, creating what in economics is known as a coordination game. This occurs 
when the benefits of protection are realised only when all market participants adhere 
to the same standards – a condition that may not hold in practice, as some actors 
may have incentives to deviate from this behaviour. There are also other margins of 
imperfect compliance that are relevant especially when drawing policy conclusions. 
This is true especially in relation to small firms, which may more easily escape 
regulatory scrutiny. Survey evidence shows that small businesses share widespread 
ignorance about data security tools and loose adherence to the law’s key privacy 
provisions (Wolford 2019). Our expert interviews complement this view by providing 
useful insights, as we report in Section 5. In particular, it has been observed that small 
or medium-sized firms often fail to meet regulatory requirements, either because of a 
lack of investments in compliant infrastructures or due to their failure in identifying a 
lawful basis for data processing. Due to asymmetric compliance, the GDPR has unlikely 
achieved the goals it was intended for, creating a disparity in the level of sophistication  
of the affected firms, and – most importantly – failing to create an environment where 
data subject rights can be fully preserved.

4.2
User-side effects

Estimating how compliance with the GDPR affects consumer surplus is arguably the 
most important exercise in this context, since the regulation was explicitly designed to 
safeguard fundamental privacy rights. Yet quantifying these gains is inherently difficult: 
changes in privacy and personalisation influence not only prices (often implicitly, 
through data-for-services trade-offs) but also non-price attributes such as content 
relevance, search costs, time and perceived well-being.

Nudges towards (un)informed consent 

As discussed in Section 3.2, the welfare value proposition of the GDPR hinges on 
the implicit valuation that users attach to their privacy rights. In particular, the GDPR 
then sets the substantive conditions under which such consent is valid, mandating in 
Article 4(11) and Article 7 that it be freely given, specific, informed and unambiguous. 
This framework presumes that individuals act as rational agents and consciously 
exercise their rights when presented with an active choice, such as a cookie dialogue 
box. Traditional welfare analysis similarly assumes that stated privacy preferences 
map directly onto observed choices. Empirical evidence, however, challenges this 
assumption. The so-called privacy paradox (Athey et al. 2017) shows that consumers 
are often inattentive and inconsistent, creating scope for firms to exploit behavioural 
biases through the use of dark patterns in consent design.

At the same time, compliance with GDPR has reduced firms’ profitability by lowering 
traffic and consent rates, further strengthening incentives to adopt such manipulative 
strategies. A 2022 study from the European Commission found that dark patterns 
frequently undermine core provisions of the GDPR, and that the most common dark  
patterns, namely, ‘hidden information’ and ‘false hierarchy’, were largely used to nudge 
\users towards accepting cookies, or to refuse the option of deleting an account 
(Lupiañez-Villanueva et al. 2022). Practices such as pre-ticked boxes, trick questions, 
visual interference or ‘confirmshaming’ compromise the GDPR’s requirements for 
consent, as confirmed by the Court of Justice of the European Union  (CJEU) in 
Planet49. Similarly, designs that make rejecting cookies harder than accepting them, 
or that disperse privacy controls across complex menus (roach motel, privacy 
maze, longer than necessary), infringe Article 7(3) and the transparency duty in Article 
12(1). Other manipulative practices, including unnecessary requests for personal data 
(safety blackmail, forced disclosure), conflict with the principles of data minimisation 
(Article 5(1)(c)) and purpose limitation (Article 5(1)(b)), while bundling consent with 
unrelated services or conditioning access on the acceptance of tracking undermines 
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the voluntariness of consent. The study also stresses that such practices violate the 
overarching principles of fairness (Article 5(1)(a)) and data protection by design and 
by default (Article 25), since misleading interfaces maximise data collection instead 
of safeguarding user autonomy. In some circumstances, manipulative personalisation 
could even fall within the scope of automated decision making under Article 22, 
where profiling exploits user vulnerabilities in a way that significantly affects them 
(Lupiañez-Villanueva et al. 2022).

Nonetheless, while recent regulatory interventions have curtailed the most blatant 
dark patterns in cookie banners (Warberg et al. 2023), acceptance rates remain 
high even under neutral designs. Farronato et al. (2025) show that more than half of 
users consent in non-manipulative conditions, and even minor interface tweaks 
can significantly increase acceptance rates. Taken together, these findings suggest 
that a model of informed consent that neglects consent fatigue and user inattention 
overestimates its appropriateness as a legal basis for processing. The result is a 
regulatory framework that risks falling short of its intended user protections while 
simultaneously imposing additional costs and frictions on firms and consumers.
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Evidence from  
expert surveys5

Key takeaway

Overall, experts converge on the view that GDPR 
compliance has entailed high fixed costs, while 
its benefits are mostly indirect and long-term. 
Key themes emerging from the interviews include:

Operational compliance burden: 
The most substantial costs arise from 
developing in-house solutions to interpret 
and operationalise the regulation’s 
complex legal framework.

Divergent cost-benefit assessments: 
While opinions differ on whether benefits 
justify costs, there is broad consensus 
that compliance has generated significant 
structural changes.

Market transformation: GDPR has 
accelerated reliance on first-party data 
reshaped data-sharing ecosystems 
and contributed to greater market 
concentration

Priority reform areas: Experts  
emphasize enforcement consistency 
across jurisdictions and clearer guidance 
on permissible practices as the most 
pressing needs

To complement quantitative evidence discussed in Section 4, we conducted a series 
of structured interviews and closed questionnaires with a diverse group of industry 
experts. The purpose was to document how GDPR compliance is experienced  
in practice, beyond formal legal analysis, and to identify recurrent patterns across 
sectors. The interviews were designed to capture both the direct cost implications 
of compliance and the broader strategic responses of firms to an evolving regulatory 
environment. All contributions were collected on a confidential basis and are  
reported here in anonymised form. Our sample included representatives from large  
multinational technology firms, specialised ad-tech providers and smaller startups  
operating in data-intensive sectors. Respondents held senior roles in legal, privacy, 
compliance and government affairs, often with direct responsibility for GDPR 
implementation. While most of the organisations were headquartered in the EU,  
several had global operations, and respondents frequently referred to cross-jurisdictional 
challenges. The heterogeneity of the sample, ranging from established incumbents, 
such as global cloud and retail platforms, to SMEs navigating compliance with limited 
resources, provides a nuanced picture of how the GDPR obligations are understood 
and operationalised in practice.

Our expert surveys have been structured in two complementary forms (written 
questionnaires and live interviews), focused on the following areas:

•	 Cost of compliance:  
disaggregated across legal, technical and human resources; 

•	 Strategic adaptations:  
including outsourcing, internal reorganisation and changes in business models; 

•	 Perceived regulatory uncertainty and enforcement burden:  
including cross-jurisdictional challenges and views on certification  
mechanisms; and 

•	 Perceived future challenges:  
focusing on the needed reforms and market evolutions.

We discuss below qualitative patterns from interviews, as well as aggregate statistics 
where available. The goal is to map heterogeneity across sectors and jurisdictions and 
to identify recurrent themes in firm-level adaptation to the GDPR. The answers also 
offer guidance for the last two sections that follow.

Unlocking growth: exploring the economic impact of GDPR for tomorrow’s Europe
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5.1
Compliance costs

As discussed in Section 4.1, research studies have found increases in the cost of 
compliance with GDPR, which can be broken down into technical and operational 
compliance costs. Most economic studies on this topic have focused on the cost 
of data storage and processing, documenting significant increases. Experts were 
presented with recent evidence on costs and benefits from the GDPR, including 
studies we discussed in Section 4, and with the mechanisms behind possible costs 
and benefits of complying with the GDPR.

The framing of the questions above allowed the experts to focus on different 
components of compliance, which we describe in this section. One recurrent finding 
among different experts can be summarised by the following quote.

The introduction of the GDPR had a significant impact 
across all internal functions. ... [It] required a coordinated, 
centralised effort from every business line to ensure 
consistent application of new processes and standards.

—Expert 2

The scope and nature of compliance responses varied considerably based on firm size, 
sector and organisational readiness for the budget reallocations and structural changes 
necessary to meet GDPR requirements. 

Technical compliance costs

We can define such technical costs as all those costs related to the implementation of 
technical features in data infrastructures that directly or indirectly affect firms’ profits. 
In particular, technical compliance costs that directly affect profits include costs of data 
storage and processing. Previous studies have found an increase in the cost of data due 
to the reduced storage and processing of data in accordance with the GDPR (Demirer et 
al. 2024). However, expert interviews reveal that with the AI expansion worldwide, data-
centric firms have the incentive to increase both data storage and processing.

Recent academic work (Demirer et al. 2024) has 
documented sizable changes in firms’ data practices 
following the GDPR, including reductions in data storage 
and processing, and higher marginal costs of data.  
While such effects may lower incentives to innovate 
and raise barriers due to regulatory fragmentation, they 
may also generate benefits such as stronger safeguards 
against breaches, more rigorous compliance processes, 
greater trust with stakeholders, and higher investments 
in cybersecurity.

Q1
Do you think these results 
accurately describe your 
experience?

Q2
From your experience, are 
there industries, sectors 
or types of firms that are 
significantly more/less affected 
than others?
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There’s a lot of competing factors into data storage... There’s 
often pressure to store data from engineering teams that are 
just as averse of losing data that may be useful in the future, 
and particularly in this kind of new AI boom that everybody 
is going through... any kind of data that could be somewhat 
useful for training a model is now looked at positively.

—Expert 1

Therefore, it seems that the relationship between GDPR, data storage/processing 
requirements and costs is more ambiguous than it was in the past, given the new set of 
incentives and perspectives shaped by AI progress. Some experts suggest, in fact, that 
the GDPR may represent an impairment to the development of a competitive European 
AI industry. On the other hand, expert interviews confirm the significant reduction in 
data processing in the EU. An expert from a global tech company adds that:

We have been training models based on AI users’ data 
for close to one year in the US. We have not started doing 
it in Europe, but we would have done so if there was a 
similar privacy regulatory framework as in the US.

—Expert 1

Among the technical costs that indirectly (but substantially) affect firms’ profits, there 
are the costs associated with users’ responses to regulation. For instance, lower consent 
rates via cookie selection have caused much less data availability in the EU, playing a 
major role in the increase in the marginal cost of data. From the responses collected, 
we learned that operational costs might have a substantial role in driving the overall 
increase in prices. In particular, experts report how rigid enforcement can impose 
considerable costs even in the absence of identifiable personal data.

We only have IDs of people, you know, just a series  
of letters and numbers that we cannot link back to  
anybody. But [the authority] was still stubborn and  
asked us to put in place processes to delete data – 
even though we cannot link it back to an individual.  
So yes, this was a lot of cost, a lot, a lot of investment.
 
—Expert 3

Operational compliance costs 
 
Operational compliance costs are those costs that affect the firms’ profitability but via 
accessory costs outside the scope of the technical data infrastructures. This will include 
the additional personnel costs and other legal or administrative expenses that are 
needed to formally comply with GDPR provisions. Executives who have worked on the 
implementation of the GDPR in some leading technology companies in the EU confirm 
the increase in the cost of data. More than one of these executives mentioned the 
importance of the cost of specialised labour in tasks specific to the assessment of legal 
compliance. 
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GDPR was the only type of legislation where we had to have 
a dedicated lawyer on call for all our issues. We had a lot of 
expenses and just trying to scope out what was the necessary 
frameworks that we needed to do, what were the documents 
we needed to prepare, what were the processes we needed 
to have in place and so on. For us, that was very much like 
the biggest barrier and, of course, in a cash-constrained, 
early-stage startup company spending money on lawyers is 
probably the least interesting thing that you’d want to do.

—Expert 4

If we’re doing anything in Europe, we have all the costs 
of all the people like me that assess legal compliance and 
risk and posture. We have all the people that do the work 
on like creating DPIAs, executing standard contractual 
clauses and thinking of various transfer mechanisms.

—Expert 1

While technical costs can be observed through shifts in storage and processing practices, 
operational compliance costs represent a subtler, yet equally significant, dimension 
of GDPR’s economic footprint. These include the reallocation of engineering and legal 
staff to compliance functions, the maintenance of internal audits and the design of 
governance protocols across business units. Expert interviews confirm that such efforts 
can divert attention and resources away from innovation. As noted by a senior executive 
at a major tech company:

We have invested in PETs [privacy-enhancing technologies] 
and only process pseudonymised IDs, yet we were fined a 
significant amount in relation to our turnover and forced to 
divert engineering resources from innovation to compliance 
– not because of GDPR per se, but because of the strict 
interpretation by the [National Supervisory Authority].

—Expert 3

Another crucial source of operational compliance costs stems not from the regulation 
itself, but from firms’ difficulties in interpreting it.

For us, on the negative side, [the effects] have really been 
driven by the understanding of what is the legislation, what 
are the compliance requirements. From my experience, 
it’s not been clear at all, not even in one jurisdiction.

—Expert 4

The GDPR includes numerous open-ended provisions that require case-by-case 
assessment (e.g. what qualifies as a “legitimate interest” or “anonymised data”), which 
leaves room for both legal uncertainty and over-compliance. Several executives emphasised 
how internal teams often struggle to determine whether a particular processing 
operation is compliant, especially in fast-evolving domains like advertising and AI.
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We should be asking what it means to process a lot of data, 
a big theme in the discussion around privacy regulation. Is it 
processing very sensitive, directly identifiable data from few 
people, or pseudonymised data from many? Data protection 
authorities have never been able to find nuance in all this.

—Expert 3

Divergent enforcement practices and ambiguous responsibilities for data controllers can 
increase the compliance burden beyond what is technically mandated by the regulation. 
One of the most contentious aspects of GDPR enforcement is the interpretation of 
Article 26, which defines joint controllership. While originally meant to govern formal 
joint ventures, data protection authorities have extended its scope to looser forms of 
collaboration. In practice, firms that merely interact in the same data processing chain 
may sometimes be designated as joint controllers, with supervisory authorities requiring 
them to negotiate and allocate GDPR obligations in detail. This creates significant 
uncertainty: companies may find themselves responsible not only for their own 
compliance, but also for auditing partners’ behaviour – effectively duplicating oversight 
functions that were originally conceived as the prerogative of regulators. A practitioner 
from the ad-tech industry emphasised the compliance burden created by this expansive 
interpretation of joint controllership:

In our contracts with e-commerce websites, we need to obtain 
consent before placing cookies. Our contract says that it is 
the publisher that is in charge of obtaining consent, because 
they have the user interface that we don’t have. The [National 
Authority] told us this is not enough, because before placing 
a cookie on the browser, we also need to audit the publisher 
website to make sure consent has been obtained. But this 
is not what the GDPR says: Article 28 requires such audit in 
a controller–processor situation, not for joint controllers.

—Expert 3

This specific interpretation creates inefficiencies in the context of the accountability 
principle, according to which each controller should remain directly and independently 
responsible for its own compliance with the GDPR. By imposing cross-auditing duties 
between joint controllers, supervisory authorities risk undermining this principle: the 
responsibility of one party is diluted, while the other is forced into a quasi-regulatory role. 
This not only distorts the allocation of obligations originally envisioned by the GDPR, but 
also amplifies compliance costs and legal exposure.

If I start auditing somebody who is supposed to be accountable, 
then this person is not responsible anymore because I am 
controlling him. We also told the [National Authority] that 
it is their job to control that publishers receive consent 
from users before placing cookies, not ours. For us, 
replacing “processor” by “joint controller” has a very large 
impact on the compliance burden – we had this huge 
fine and a huge amount of cost from law firms. As a result, 
in some countries, we are also facing civil litigation.

—Expert 3
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5.2
Regulatory fragmentation

Another important aspect we wanted to bring to the experts’ attention relates to the 
different approaches and applications of the GDPR within the EU. Even though the 
GDPR was conceived to unify the European data protection framework, in practice, 
its implementation has revealed fragmentation across Member States. The DPAs 
retain significant discretion in enforcement priorities, sanctioning practices and the 
interpretation of key provisions such as legitimate interest, lawful basis, the scope 
of “personal data”, or the thresholds for consent. This has led to heterogeneous 
enforcement intensity: while some regulators (e.g. Ireland or Luxembourg) are 
responsible for large firms’ cases but face accusations of under-enforcement, others 
(e.g. France’s CNIL or Germany’s BfDI) have taken a more proactive stance. The 
heterogeneity in interpretation and enforcement, as revealed through our interviews, 
constitutes a significant barrier to scalability, hindering business expansion into other 
European markets, limiting growth, and ultimately impairing healthy competition in the 
single market. Our interviewees were presented with the following questions. 

Let us consider divergent approaches to 
lawful basis, legitimate interest, sensitive data, 
DSAR requests, etc.

•	 To what extent has the divergent 
interpretation of GDPR by Member State 
regulators and case law increased the 
regulatory burden and complexity? 

•	 In your view, has the GDPR's one-stop  
shop for enforcement been undermined?

All experts have confirmed that regulatory fragmentation is a real burden for the 
organisation’s activity. 

For various political reasons, the GDPR has become a 
sort of digital or tech tax, leading to a skewing towards 
certain jurisdictions, namely, Ireland and Luxembourg.
 
—Expert 2

Some experts have highlighted a competitive distortion problem that emerges when 
firms face asymmetric enforcement depending on their DPA of reference:

There is a lack of harmonisation; we still have a lot of 
national specificity. We have been fined by the [National 
Authority], while our competitors who are based in any 
other European country don’t have to apply the guidelines 
of the [National Authority]. Thus, I believe that the 
GDPR inherently creates an anti-competitive effect. 

—Expert 3
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Beyond competitive asymmetries, experts described a ‘race to the top’ dynamic, which 
forces uniform compliance across heterogeneous regulatory environments. 

You see very different perspectives and risk tolerance 
from data protection authorities across Europe – there’s 
significant heterogeneity. Some Member State DPAs can 
bring fines under regimes where they are solely competent, 
like under the ePrivacy Directive, and that creates a 
chilling effect, a kind of race to the top of compliance.

—Expert 2
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5.3
Impact on profitability and innovation

As discussed in Section 3.1, the GDPR brings also the possibility of undesired indirect 
effects. Firstly, it has the potential of reducing the amount of data available to firms, as 
some EU citizens might decide not to give their consent to data processing activities 
that would previously have occurred without explicit authorisation. Section 4.1.2 has 
presented evidence that this has led to a reduction in e-commerce and advertising 
revenues. We asked experts in our panel to assess the plausibility and relevance of these 
empirical findings based on their experience. 

We get much lower [cookie] consent rates than we do in the US.
 
—Expert 1

Secondly, the GDPR might reduce the investments that EU firms are able to attract,  
due to the regulatory burden that such investors might face. We asked the  
following questions: 

There is evidence that GDPR might have 
lowered incentives to innovation and 
competition in more data-intensive markets.

•	 How influential is the GDPR in determining 
the viability of an EU investment? 

•	 Has your organisation ever delayed the 
deployment of some innovation in the  
EU (e.g. product, feature or service) due  
to GDPR concerns? 

•	 Do you think that there are ways to soften the 
GDPR's impact on data-intensive investments 
/ companies to foster innovation, without 
hampering consumer privacy rights?

The expert responses indicate that GDPR has an influence on the timing and viability of 
launching new products and services in the EU, particularly in data-intensive sectors. 
One organisation tends to introduce their most prominent consumer products in the US 
first, citing regulatory risk as a primary reason for delaying European launches. While this 
organisation explained that it eventually brings its products to the EU market, evidence 
indicates that smaller players may opt not to enter the market at all due to compliance 
challenges. Expert interviews also indicate that some projects have been abandoned 
altogether because of GDPR concerns. Such insights suggest that while GDPR aims 
to protect consumer privacy, its current implementation may inadvertently hinder 
innovation and competition, highlighting the need for adjustments that support data-
driven investment and promote growth without compromising fundamental rights.

A lot of our most prominent products on the consumer 
side are launched in the US first, almost entirely because 
of regulatory risk. We eventually release them in Europe, 
but with a delay. However, if we were smaller players, 
we would probably decide not to release in Europe. 
 
—Expert 1

I don’t have in mind any EU investment as investment 
as such that has been delayed because of GDPR, but 
we have some projects that we had to give up.
 
—Expert 3

Unlocking growth: exploring the economic impact of GDPR for tomorrow’s Europe
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Concerns have also been raised that a two-tiered system of requirements could create 
disincentives for firms to scale.

I believe the real issue is not company size, but rather 
how data-intensive the business is. If a company relies 
heavily on data, the risks it needs to mitigate are essentially 
the same, regardless of its scale. For this reason, I would 
caution against introducing a two-tiered regulatory regime. 
Firms should be encouraged to grow, and we should 
avoid creating systems that impose disproportionately 
higher burdens once they cross certain size thresholds.

—Expert 3

At the same time, other experts noted that compliance with the GDPR entails significant 
investments, which, while manageable for larger firms, can be particularly burdensome 
for SMEs. This, in turn, constrains their capacity to invest in growth, innovation and 
competitiveness. 

While SMEs often face significant financial challenges – 
since compliance requires resources that cannot be diverted 
elsewhere – they may also benefit from having simpler 
structures, with fewer processes and smaller amounts 
of data to manage, which can adjust easier. Nonetheless, 
compliance remains a major challenge for all firms, as it is 
not a matter of choice but a fundamental obligation.

—Expert 6

5.4
Effects on SMEs

The extent to which SMEs are disproportionately affected by the GDPR remains largely 
contested. Some experts underline that compliance obligations constitute a significant 
financial and administrative burden, particularly for start-ups with limited resources. 
Others highlight that enforcement against smaller firms has so far been less stringent. 
There is broad agreement, however, that the regulatory framework is inherently 
complex and, in the absence of sectoral codes of conduct, typically requires specialised 
legal advice. 

A significant number of academic studies 
have emphasised that the GDPR is likely to harm SMEs.  

Would you agree that SMEs have faced substantial  
financial challenges to comply with the GDPR?
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In practice, smaller firms often fail to comply fully with the GDPR, revealing the limits of 
the current regulatory model. According to experts, this non-compliance stems from the 
complexity of the framework, insufficient resources and the perception that enforcement 
remains uneven. 

When we are into a merger or acquisition process with a 
small company, [we find that] they have very, very little 
compliance and infrastructure around privacy. They either 
do not have it, or they haven’t invested anything on it.

—Expert 1

If you attend a start-up fair, you’ll find that almost none 
of the companies are fully compliant. Most of them don’t 
know how to approach compliance and few have the 
resources to do so – they usually figure it out much later.

—Expert 4

Thus, the current design of the GDPR leaves smaller firms facing a difficult trade-off: 
they can either allocate scarce resources to compliance at the expense of growth and 
innovation or remain partially non-compliant and risk future sanctions. In both cases, the  
result is a regulatory environment that may hinder the very dynamism it seeks to protect. 

5.5
Inadequacy of available solutions

While the GDPR was designed to provide multiple pathways for demonstrating 
compliance, such as codes of conduct, certification mechanisms and data protection 
seals or marks, our interviews suggest that, in practice, none of these instruments have 
gained meaningful traction within the industry. Experts consistently described them as 
either too abstract, too resource-intensive, or insufficiently supported by supervisory 
authorities to be viable tools for firms seeking operational guidance.

All our interviewed experts confirm that their organisations have never seriously 
considered GDPR certification mechanisms, seals, or marks. They explain that this is 
due to a combination of factors: the added value of such mechanisms remains unclear; 
the GDPR does not provide concrete standards that would make certification schemes 
operational; and DPAs have shown little willingness to engage with industry on topics 
related to online advertising or to support companies in their compliance efforts. Instead, 
authorities appear more focused on investigations and fines, particularly in the ad-tech 
sector. As a result, certification mechanisms are perceived as inadequate solutions and 
remain largely unused across the industry.

Importantly, several experts emphasised that size-based regulatory thresholds – 
focusing on employee headcount and data volumes – create perverse incentives. 
Such metrics may discourage firm growth and innovation, while failing to capture the 
actual privacy risks posed by modern AI systems, where data quality and algorithmic 
sophistication matter more than sheer volume.

According to the GDPR, the higher the amount of data 
processed, the higher the risk. This is not true. A large 
dataset which cannot be linked back to individuals is less 
risky than a smaller dataset of highly sensitive information. 
This is going to be a big issue for AI development. 
 
—Expert 3
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5.6
Forward-looking guidance

Experts have been consulted on their perceived priorities for policymakers in the 
privacy protection space. 

Expert perspectives reveal a striking divergence between GDPR’s original design 
intentions and its practical implementation. Several interviewees expressed 
disappointment with how the regulation has evolved in practice, despite initial optimism 
about its framework.

When the GDPR came out, I really thought it was a great 
piece of law because it was risk-based, it was nuanced, it 
was based on co-regulation tools like codes of conduct 
and so on. I would have never imagined that almost 10 
years after, it would be so far from its objectives.

—Expert 3

Related to this, a critical theme emphasised by experts relates to implementation 
feasibility – specifically, the operational challenges firms face in translating GDPR’s 
legal requirements into effective compliance practices. In fact, the lack of streamlined 
implementation processes meant that firms struggled to interpret requirements, 
expended excessive time and resources on compliance, or, in some cases, abandoned 
projects altogether.

Early-stage compliance does not have to be so difficult. 
We could make it easier by providing concrete tools such 
as standardised resources, practical checklists and clear 
principles that are simpler and less burdensome to follow.

—Expert 4

•	 What would your organisation find most helpful 
for addressing the challenges of GDPR that you 
currently experience? 

•	 How do you think GDPR can evolve to better 
support innovation and growth in sectors reliant on 
big data, AI and other emerging technologies? 

•	 Are there aspects of the GDPR that you think are 
already outdated or unnecessary given the latest 
technological advancements?
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Some experts have emphasised their concerns about AI development in the EU, 
specifically because of the emerging digital regulation, including application of GDPR 
and the AI Act. They argued that DPAs need better technical capacity to differentiate 
between genuinely privacy-enhancing solutions and restrictive interpretations that 
impede progress.

Data protection authorities need some guidance to distinguish 
between solutions that can help mitigate emerging risks 
from the ones that can slow down technological progress.  

—Expert 2

This concern reflects a broader tension between GDPR’s precautionary approach and the iterative, 
experiment-driven nature of AI development, where regulatory uncertainty may discourage firms 
from pursuing novel applications even when privacy risks are manageable. Beyond fragmentation 
and interpretive uncertainty, experts emphasised misaligned enforcement incentives as a barrier 
to effective compliance. Some argued that DPAs’ effectiveness should be evaluated not by punitive 
actions but by their success in enabling compliance.

We should not measure whether data protection authorities 
are doing their job well by looking at the number of fines 
they impose. This should not be the way we measure the 
effectiveness of a data protection authority. We should 
measure the effectiveness of a Data Protection Authority 
if it is able to bring companies and public organisations 
into compliance with the GDPR and other regulations. 

—Expert 3
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Open research 
questions6

Key takeaway

While existing research has clarified many 
firm-side effects of the GDPR, we highlight 
some critical gaps across three dimensions:

 
Welfare assessment gaps:

•	 Limited evidence on user-side 
welfare gains from expanded 
privacy rights

•	 Absence of macro-level assessments 
of how compliance costs propagate 
through the economy

Regulatory complexity:
•	 Interactions with emerging  

EU frameworks (Data Act, AI Act, 
ePrivacy Regulation)

•	 Adaptation challenges amid rapid 
technological change

Long-term uncertainties:
•	 Effectiveness of privacy protections 

over time
•	 Impacts on European competitiveness 

and innovation capacity

This paper has synthesised a broad body of research on the economic consequences 
of the GDPR. Nevertheless, important gaps remain. These are not merely academic in 
nature but bear directly on the ability of policymakers to balance privacy protection 
with innovation and growth.

User-side effects and welfare analysis:

Existing studies focus primarily on firms and markets. Far less is known about users: 
whether expanded privacy rights align with citizens’ actual preferences, and the extent 
to which these rights generate measurable welfare gains. Without credible estimates 
of benefits, it is impossible to weigh them against the demonstrable costs of the GDPR. 
Given the magnitude of these costs – also manifested in reduced competitiveness and lost 
innovation – quantifying the user-side benefits should be a central research priority.

General equilibrium impacts

Current evidence largely captures direct firm-level effects. Yet GDPR-related costs are 
unlikely to remain confined to individual firms: they propagate through supply chains, 
capital markets and the diffusion of new technologies, much like macroeconomic 
shocks. Unlike energy shocks, however, GDPR-induced costs are poorly measured and 
difficult to aggregate, preventing a serious macro-level estimation of their broader impact.
 

Unlocking growth: exploring the economic impact of GDPR for tomorrow’s Europe
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Productivity and innovation

While the existing research has attempted to understand the effects of the GDPR on 
innovation, the understanding is still limited. Regulatory fragmentation with the GDPR 
is broad. These represent barriers to scale and to expand within the Single Market. 
Understanding the extent to which the regulation also represents a cost in foregone 
productivity, innovation and scale is crucial, to the extent that these may be artificial 
barriers to European competitiveness.

Addressing these gaps would substantially advance understanding, but even 
comprehensive answers would not suffice for a definitive answer on the economic 
effects. The regulatory environment for data-intensive sectors continues to evolve. 
Interactions between the GDPR and newer frameworks, such as the Data Act and the 
AI Act, may introduce overlapping obligations or distortive effects that remain largely 
unexplored. Simultaneously, rapid technological change, exemplified by synthetic data 
(Jordon et al. 2022), risks rendering existing provisions obsolete or even constraining 
desirable innovation. These issues are too recent and unsettled to permit definitive 
conclusions. They should, however, be treated as priorities for future research agendas.
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Conclusions 
and policy 
options7
This study has discussed the key economic mechanisms through which the GDPR has 
produced economic effects, in part unintended and unforeseen, and systematised the 
existing evidence in the literature. Moreover, it has contrasted such evidence with first-
hand qualitative evidence obtained with the testimonies of the experts we consulted. 
While existing evidence has been able to show increases in costs and reductions in 
investments and innovation, such studies do not rule out a possible welfare-enhancing 
role of privacy regulation compared to a free market equilibrium (Acemoglu et al. 2022). 
Therefore, given the existing limitations, it is hard to draw a comprehensive welfare 
assessment and consequently provide the policymaker with a definitive answer on 
whether the policy was desirable or not. Nevertheless, the literature has discussed 
numerous ready-to-implement policy options that would address some aspects that 
revealed themselves to be especially critical in their unintended economic effects. 
Additionally, a few lessons can be learned from our survey evidence. In this section, we 
first briefly mention the current state of the possible GDPR reform (the Omnibus IV 
Regulation) and then describe the main policy options emerging from our review. 

Key takeaway

This study has systematised the economic 
mechanisms and empirical evidence on GDPR’s 
impacts, complemented by expert testimony. Our 
analysis reveals two main takeaways:

Mixed economic impact: GDPR expanded 
privacy protections but generated substantial, 
unevenly distributed costs – particularly 
operational compliance burdens from 
interpreting complex legal frameworks, a 
dimension underestimated in existing research.

Implementation gaps: Evidence on situations 
of SME non-compliance, cross-jurisdiction 
fragmentation, underused facilitation 
mechanisms and limited evidence of tangible 
user welfare gains suggest deviation from 
GDPR’s original design.

While comprehensive welfare assessment remains 
elusive, the evidence points to actionable policy 
interventions:

Enforcement harmonisation: Ensure binding 
EDPB guidance prevails over national 
interpretations; create EU-wide DPIA criteria; 
streamline certification schemes to reduce 
cross-border compliance costs.

Risk-based, innovation-enabling reforms: 
Implement graduated SME/SMC compliance 
frameworks (as in Omnibus IV); mandate DPAs 
to balance privacy with innovation; simplify 
GDPR-ePrivacy interaction through alternative 
lawful bases for low-risk processing.

7.1
A possible new regulation chapter: 
the Omnibus IV Proposal

Against the backdrop of mounting compliance costs and regulatory complexity, the 
European Commission’s proposal COM(2025)501, the fourth simplification Omnibus 
package (the ‘Omnibus IV Proposal’), which was published in May 2025, represents 
a notable attempt to recalibrate the balance between protection and administrative 
burden, although it may not effectively reflect a risk-based approach. The Proposal 
addresses some undesired effects of the GDPR on both firms’ and users’ sides. At the 
time of writing, the proposal is still being reviewed.

Importantly, the Omnibus IV Proposal embraces a clearer risk-based framework 
to limit discretionary enforcement by supervisory authorities and to calibrate 
compliance burdens to the actual risk posed by data processing activities. These 
targeted reductions respond directly to the “cliff effect” phenomenon whereby firms 
crossing the 250-employee threshold suddenly face higher regulatory burdens. 
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7.2
Policy options

In this final section, we present a set of options rooted in the economic analysis and 
empirical evidence discussed earlier. 

The evidence outlined above suggests that the following policy options are consistent 
with the GDPR’s original intent.

 Enhance regulatory coherence and consistency

The first priority is to enhance regulatory coherence by fostering greater consistency 
of interpretation and enforcement. Divergent guidance across national DPAs 
has generated significant compliance costs for firms engaged in cross-border 
activities. Establishing a framework to ensure that harmonised, evidence-based 
and proportionate EDPB guidance prevails over national interpretations, supported 
by regular reviews and alignment, would provide greater predictability and reduce 
unnecessary burdens, particularly for cross-jurisdictional firms. Related to this, more 
attention should be devoted to compliance tools, such as codes of conduct, which 
remain underused despite their potential to provide sector-specific clarity. Another 
important dimension concerns balancing fundamental rights, which necessitates a 
careful and nuanced approach to ensure that innovation does not come at the expense 
of core legal protections. 

To further mitigate the compliance burden faced by SMEs under the GDPR, particularly 
when having to demonstrate compliance to controllers under the accountability 
principle, a simplified certification mechanism could be a valuable policy instrument 
as a form of “innovation safe harbour”. This mechanism would allow innovative 
SME and SMC processors operating in low-risk data processing sectors to obtain a 
simplified certification of GDPR compliance, approved by a single EU body, which 
upstream controllers could smoothly rely upon to demonstrate compliance with their 
own accountability obligations under Article 28 GDPR. The certification would offer a 
presumption of compliance, providing legal certainty and reduced liability exposure  
for controllers engaging with certified processors, and consequently reducing the  
need for extensive due diligence and contractual safeguards in low-risk contexts.   
As an indirect effect, certification schemes may help alleviate distortions arising  
from the accountability principle, which, as previously discussed, can create 
 perverse disincentives for larger firms to engage with smaller counterparts.

The SMC category, covering firms with 250-749 employees, turnover up to €150 
million, or balance sheet totals up to €129 million, aims to create a more graduated 
compliance framework that reflects actual organisational capacity and risk profiles. 
As per the Omnibus IV Proposal, the threshold for mandatory maintenance of a 
RoPA under Article 30(5) GDPR is raised: whereas the current regime exempts SMEs 
if their processing is unlikely to result in a risk to data subjects’ rights and freedoms, 
the new proposal would exempt both SMEs and the newly defined “Small Mid-Cap 
Companies” so long as the processing is not likely to result in a high risk within the 
meaning of Article 35 GDPR. This represents a shift to a more stringent risk qualifier 
and extends the benefit (derogation) to a broader set of companies. In addition, the 
Omnibus IV Proposal extends the simplified compliance mechanisms under GDPR 
Articles 40 (Codes of Conduct) and 42 (Certifications) to account explicitly for the 
needs of SMCs as well as SMEs.

These reforms reflect the overarching logic that less stringent requirements may 
apply in lower-risk contexts, reducing administrative burdens without compromising 
protections in high-risk cases. The European Commission estimates that the Omnibus 
IV Proposal’s changes to the GDPR would generate an annual administrative saving of 
€66 million for SMEs and SMCs together. These results complement the discussion in 
Section 3.3, by showing how GDPR regulation has been considerably increasing the 
bureaucracy burden for most of the firms in the ecosystem.

In conclusion, while the Omnibus IV Proposal represents a valuable step toward 
reducing costs and mitigating the adverse economic effects identified in our review,  
it does not yet fully address all key concerns. In particular, the proposed two-tier 
system based exclusively on size remains problematic, as it does not necessarily reflect 
a genuinely risk-based approach, creating uncertainties about the application of the 
accountability principle in data supply chains and a disincentive to the development  
of larger organisations.
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An approach that focuses on streamlined guidance and simplified mechanisms 
to demonstrate compliance would also avoid the need to reopen the GDPR for 
wholescale amendments, which could be costly, especially on smaller firms. 

 Promote proportionality

To promote proportionality and support all businesses, a risk-based approach should 
be embedded within the regulatory framework, enabling supervisory authorities to 
tailor requirements according to the level of risk posed by specific processing activities, 
rather than simply the entity’s size. While the GDPR emphasises the protection of 
personal data as a fundamental right, it should be explicitly recognised that this right 
must be weighed against other fundamental rights and legitimate interests, including 
innovation. Supervisory authorities could thus be mandated not only with protecting 
rights but also with fostering innovation in accordance with proportionality principles, 
for example, to reflect the rise of AI training and development. 

The strengthening of regulatory sandboxes would further support this objective,  by 
playing a pivotal role in adapting the legislative framework to the ever-evolving state-
of-the-art of the technology under regulatory oversight. The design of sandboxing 
systems should be monitored and evaluated to ensure the adequacy of the instrument 
to achieve its goals. In other words, the regulator could both embed in the mandate for 
the authorities some balancing between the fundamental rights it aims to protect, and 
provide them with state-of-the-art regulatory tools to perform their functions. 

Additionally, targeted guidance and support should be developed for SMEs and SMCs, 
ensuring that these entities can navigate complex compliance requirements without 
disproportionate burden, thereby facilitating responsible innovation while upholding 
fundamental rights. 

 Clarify and rationalise data subject rights

Clarify and rationalise the scope of data subject rights by establishing explicit criteria 
and procedural safeguards for identifying and managing repetitive or unfounded 
requests. The exercise of data subject rights has, in some cases, created excessive 
burdens for organisations, especially when requests are repetitive, disproportionate, 
or manifestly unfounded. Introducing clear exemptions in such cases would prevent 
abusive uses of rights, free up resources and enable controllers to concentrate on 
legitimate user demands. 

This could include the development of standardised assessment tools and clear 
guidance for controllers, ensuring consistent application across sectors and 
jurisdictions. Furthermore, the introduction of streamlined procedures, such as the 
ability to aggregate similar requests or apply reasonable timeframes for response, 
would enhance efficiency while maintaining the integrity of fundamental rights. 

Practical 
examples

Enforcement action under the 
GDPR underscores how the GDPR’s 
accountability principle can expose 
controllers to significant liability for 
failures originating in third-party 
systems, thereby inadvertently 
disincentivising controllers from 
engaging with smaller or less- 
resourced processors. 

In 2020, prior to Brexit, the UK 
Information Commissioner’s Office 
fined British Airways (BA) £20 million 
for inadequate security measures in 
relation to a third-party supplier, despite 
the data breach under investigation 
originating beyond BA’s own IT system. 
Similarly, McDonalds in Poland was 
fined €4.02 million for failing to conduct 

appropriate oversight and review 
of its processor. In Spain, Santander 
Consumer Finance was fined €500,000 
for failing to ensure that its processor 
complied with GDPR obligations and 
implemented appropriate measures. 

These cases illustrate how the 
expectation under the accountability 
principle to continuously monitor 
and verify processor and sub-
processor compliance, even in low-
risk contexts, can create duplicative, 
resource-intensive supplier reviews 
and heightened liability exposure. A 
certification-based “innovation” safe 
harbour could provide legal certainty 
and reduce the compliance burden in 
controller-processor relationships.
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 Simplify overlapping frameworks

Certain GDPR requirements may benefit from targeted centralisation. One suggested 
area of intervention relates to the harmonisation of criteria for DPIAs. Instead of the 
current fragmentation, whereby national supervisory authorities publish their own 
lists of high-risk processing activities, a single EU-wide list maintained by the EDPB 
would ensure predictability and consistency for controllers engaged in cross-border 
operations. 

Finally, the interaction between the GDPR and the e-Privacy Directive should be 
simplified. The current “cookie rule” has led to excessive reliance on repetitive consent 
banners. Allowing reliance on alternative lawful bases for non-intrusive processing,  
such as fraud detection, audience measurement, or contextual advertising, would 
preserve users’ protection while reducing consent fatigue and fostering innovation.  
Such changes would strengthen regulatory certainty for all companies and ensure a 
level playing field across the EU data value chain. 

In conclusion, addressing the principal limitations of the GDPR outlined above 
offers a pragmatic means of mitigating its adverse effects without compromising its 
commendable objective of safeguarding privacy. The four policy options outlined 
above offer targeted interventions that serve to recalibrate the regulation toward its 
original intent, while simultaneously enhancing the productivity and competitiveness 
of the European single market. The available evidence indicates that a comprehensive 
revision or reform of the GDPR is not advisable, as such an undertaking would 
generate substantial additional compliance costs and uncertainty. By contrast, 
considerable scope remains for incremental, carefully tailored simplifications 
and centralised guidance across Member States, as this analysis has sought to 
demonstrate. The DPAs also play a role in fostering compliance not only through 
sanctions, but also in developing tools and methods that can assist firms, especially 
SMEs, in achieving full compliance.
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Methodological 
annexA

A.1
Empirical strategies to measure firm-side effects

Studying the economic effects of the GDPR has complex methodological issues, as it 
requires sophisticated empirical strategies to isolate the effects of the regulation from 
other factors that simultaneously influence the evolution of the digital economy.  
The ideal setting to measure the impact of a policy would require the observation of the 
counterfactual, namely, post-2018 EU Member States in a scenario in which GDPR was 
not applied. Since such a counterfactual cannot be observed, empirical research relies on 
strategies that approximate it through suitable benchmarks and control groups.

One approach uses the difference-in-differences approach, which compares outcomes 
such as firm performance, investment, or data usage in countries where the regulation 
applied to those in countries where it did not. The key assumption is that, absent  
the GDPR, trends in both groups would have evolved in parallel. Many studies use the 
U.S. or other non-EU regions as control groups, though global firms’ spillovers and  
the Brussels Effect may blur this boundary. Additionally, this approach might be difficult 
due to imperfect compliance, heterogeneous enforcement across Member States and 
industries, and timing effects due to the lag between the approval and enforcement of  
the regulation. Moreover, GDPR itself has altered data measurement in certain markets – 
for example, online news trafficcomplicating the analysis of outcomes. Goldberg et al. 
(2024) provides a technical discussion of this issue.

Alternatively, with structural models, researchers attempt to formally specify the 
underlying mechanisms driving firms’ and consumers’ behaviour, and then simulate 
counterfactual outcomes under different regulatory scenarios (see, for instance, 
Demirer et al. 2024). This approach provides flexibility and richer welfare implications, 
but is less common in the GDPR literature because the regulation produces 
heterogeneous effects that are difficult to capture in a single aggregate model.

From an empirical standpoint, estimating compliance costs is inherently difficult, given 
their heterogeneous and often intangible nature. For this reason, most of the academic 
literature has relied on observable proxies, such as changes in data acquisition costs, 
storage practices, or investments, to capture the economic impact of the regulation.  
A more technical overview is provided by Johnson (2022)
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A.2
Empirical strategies to measure user-side effects

Several methodological approaches have been adopted to assess the impacts of the 
GDPR on users. A first approach elicits money-metrics - a willingness to pay/accept 
(WTP/WTA) for reductions in tracking, targeted ads, or for additional control - via 
stated-preference surveys (contingent valuation or discrete-choice experiments with  
a price attribute and an opt-out).14 Numerous studies follow this route Danezis et al. 2005; 
Beresford et al. 2012; Athey et al. 2017; Benndorf and Normann 2018; Collis et al. 2021, 
but they often rely on small or selected samples and on specific data types (e.g. 
Facebook accounts), limiting external validity for a comprehensive welfare analysis. 
Moreover, WTP/WTA is highly attribute-specific - people value disclosure of their first 
name very differently from their home address - so pooled money metrics can be hard 
to interpret. Table A.1 illustrates this dispersion.

A complementary route uses revealed preferences in field settings- e.g. randomising 
ad-blocking/anti-tracking or consent architectures - and then maps outcomes to 
welfare with a structural demand model. These designs exploit natural experiments 
(e.g. browser-level tracking restrictions) or field RCTs (e.g. randomised exposure  
to ads or consent banners) to identify changes in demand, prices, or market shares and 
simulate counterfactuals such as a world with or without targeted advertising. While 
this avoids some survey biases, it requires strong modelling assumptions and granular 
data and estimates are sensitive to identification. For example, Goldfarb and Tucker 
2011 study the ePrivacy Directive (not the GDPR) and document large drops in online 
ad effectiveness for affected users, illustrating how privacy shocks can be leveraged  
for measurement.

A common weakness across these approaches is the assumption that users can stably 
and rationally price their data. Elicited privacy valuations are often context-dependent 
and constructed on the spot, which is informative in an ordinal sense but fragile in a 
cardinal welfare mapping. Even with incentive-compatible tasks, valuations vary across 
data types, interfaces and time; spillovers across platforms and general-equilibrium 
effects (e.g. changes in content funding) further complicate aggregation. For these 
reasons, best practice is to triangulate: combine stated-preference measures (carefully 
debiased) with revealed-preference evidence and a structural welfare mapping that 
explicitly accounts for non-price attributes (time, relevance, well-being) and reports 
robustness to alternative welfare metrics (e.g. value-of-time).

14To mitigate hypothetical and social-
desirability bias, use consequentiality 
scripts, ex-ante comprehension checks, 
randomised framing and (where feasible) 
incentive-compatible tasks such as 
Becker–DeGroot–Marschak (BDM) or 
take-it-or-leave-it lotteries with known 
payment probabilities.

Table A.1 
Examples of 
existing evidence 
on WTA/WTP

Source

Varian (2005)

Hann et al. (2007)

Carrascal et al. (2013)

Hann et al. (2007)

Huberman et al. (2005)

[1.7–102.1]

[30.49 – 44.62]

[25–50]

[30.5–44.6]

[57.6–74.1]

WTA/WTP($)
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A.3
Expert surveys methodology

The sampling approach targeted four key stakeholder groups: experts in large non-EU  
tech companies, EU medium-sized tech companies, EU startups (smaller than medium- 
sized companies) and global tech investors. This selection strategy was designed to 
capture diverse perspectives on GDPR’s economic impacts across different organisational 
contexts – from established multinational corporations navigating compliance 
across jurisdictions, to emerging European firms directly shaped by the regulation, 
to investors evaluating the risk-return profile of data-intensive ventures in the post-
GDPR landscape.

Within the startup category, we employed purposive sampling to ensure representation 
of two distinct business models: firms that are merely subject to GDPR as a regulatory 
constraint, and firms whose core value proposition emerged specifically to address 
GDPR-related challenges (e.g. privacy-enhancing technologies, compliance solutions). 
This distinction allows us to examine both the regulatory burden effect and the potential 
market-creation effect of the GDPR.

All experts in the panel received an identical written questionnaire prior to the 
interview and were administered the same core questions during the live sessions, 
ensuring consistency and comparability across responses while allowing for follow-up 
questions tailored to each participant’s specific expertise and experience.
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* Expert 4 has been interviewed as their organisation provides support to other firms to comply with the GDPR 
and other regulations in the EU. Therefore, for the purposes of this analysis, whether Expert 4’s firm qualifies as a 
Controller or Processor under the GDPR is irrelevant.

** Expert 6 has been interviewed as an investor. Therefore, for the purposes of this analysis, whether they qualify 
as a Controller or Processor under the GDPR is irrelevant.  
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Table A.2:  
Description of the sample of experts

Table A.3: 
Description of the experts’ employers

Expert #

Expert 1

Expert 1

Expert 2

Expert 2

Expert 3

Expert 3

Expert 4

Expert 4

Expert 5

Expert 5

Expert 6

Expert 6

Counsel

Global (both EU and 
non-EU)

Counsel

Global (both EU and 
non-EU)

Government 
affairs

Global

CEO of a company 
providing GDPR 
compliance services

EU

CEO of a company 
providing data 
technologies

EU

Counsel

Global (both EU and 
non-EU)

Legal

Large

Legal

Large

Legal

Medium

Business  
and economics

Small

Computer 
science and 
engineering

Small

Legal

Large

Male

Information 
Technology

Male

Online 
marketplaces

Female

Ad-Tech

Male

Compliance services 
and consulting

Male

Data management 
solutions

Female

Financial

16

Controller and Processor

21

Controller and Processor

28

Joint Controller 

<10

N/A*

<10

Data Processor 

16

N/A**

Non-EU

EU

EU

EU

EU

Non-EU

RoleExpert #

Employer jurisdiction
(EU/non-EU)

Gender

Employer sector

Years of
experience

Type of subject
(Controller vs. Processor)

EU/non-EU  
based

Background 

Employer size
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