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FINTECH JUMPS THE TRACK

Blockchain Promises Broad Solutions

Development and adaptation of the technology to new industries are speeding ahead

By David Felsenthal & Jesse Overall / Clifford Chance

n recent months we’ve witnessed

an explosion of legal and regulatory

developments involving blockchain

and distributed ledger technology.!

Such diverse authorities as the

Commodity Futures Trading
Commission (CFTC), the U.S. Department
of State and the Cook County (Illinois)
Recorder of Deeds have studied the
technology and its potential applications
inside the boundaries of their respective
jurisdictional bailiwicks.

Given that the virtual currency bitcoin
represented blockchain’s first use, it is not
surprising that federal financial regulatory
agencies were the first to encounter the
technology in the markets they regulate.
Blockchain’s strengths include transparency,
cryptographically enabled security, resiliency,
immutability, auditability and near-
instantaneous transfers. When coupled with
smart contracts, blockchain enables both
trade execution and recordation to take place
almost instantly, making it naturally suited to
payments, clearing and settlement functions.?

As SEC Commissioner Kara Stein has
recognized: “It could be used to overhaul
areas like securities clearing and settlements,
payment processing by banks, and cumbersome
loan transactions...One can imagine a world
in which securities lending, repo and margin
financing are all traceable through blockchain’s
open and transparent approach.”

The removal of intermediaries means
that instead of T+2 settlement, securities
trades would be settled almost instantly, i.e.
T+0 — not coincidentally, the name given by
Overstock.com to its proprietary blockchain
platform 0 (t zero, referring to the settlement
time). This was the platform upon which the
first Securities and Exchange Commission-
registered sale of securities issued via

blockchain occurred (in December 2016).*

Recognizing the technology’s potential,
the SEC has sought public comment about
the impact of distributed ledgers on a
shortened securities settlement cycle® and
on transfer agents® in rulemakings initiated
in 2015 and 2016, respectively. Given that
registered transfer agents are required by Rule
17Ad-10 to, among other things, (1) create
and maintain current and accurate security-
holder records; (2) promptly and accurately
record all transfers, purchases, redemptions
and issuances of securities; and (3) resolve
record inaccuracies and overissuances,’ the
SEC has recognized that blockchain is
potentially applicable to its activities.

Delaware’s recent amendment to the
Delaware General Corporation Law expressly
permits companies incorporated in the state to
maintain the required stock ledger containing
the identities of shareholders entitled to vote
at meetings — and other corporate records,
including transfers of stock — on “distributed
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electronic networks or databases™ (i.e.
distributed ledgers). This will undoubtedly
make it easier for Delaware-incorporated
companies to issue, track and transfer shares
using blockchain.

The fact that records derived from
those held in such distributed electronic
databases are, pursuant to amended DGCL
§ 224, admissible as evidence improves
their auditability. Thus, Delaware’s move to
modernize corporate law at the state level
could push the SEC to act with respect to
blockchain in nationwide securities markets.
The benefits seem obvious: Recording shares
on a blockchain could eliminate the practice
of shares being registered to “street name”
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brokerage firms rather than the names of
their actual beneficial owners, which could
improve shareholder voting among Delaware
corporations,’ and it could also end the
practice of naked short selling.!

However, in financial markets, blockchain’s
potential goes beyond just improving
efficiency compared to legacy systems.!! It
could also combat systemic risk. Putting an
entire market onto a shared blockchain would
enhance regulators’ visibility into what takes
place within it, and illuminate all parties’ risk
exposures 17 real time, perhaps even giving
them a seat at the table through a dedicated
regulator node on the blockchain.? This could
allow them to participate in consensus and
validation processes — something that CFTC
[Commodity Futures Trading Commission]
Chairman J. Christopher Giancarlo believes
might have changed history had the capability
been available in 2008:

“What a difference it would have made
if regulators had access then to the real-time
ledgers of all regulated trading participants,
rather than trying to assemble piecemeal data to
re-create complex, individual trading portfolios.
I believe that, if regulators in 2008 could have
viewed a real-time distributed ledger (or a series
of aggregated ledgers across asset classes) and,
perhaps, been able to utilize modern cognitive
computing capabilities, they may have been able
to recognize anomalies in market-wide trading
activity and diverging counterparty exposures
indicating heightened risk of bank failure. Such
transparency would not, by itself, have saved
Lehman Brothers from bankruptcy, but it
certainly would have allowed for far prompter,
better-informed, and more calibrated regulatory

intervention instead of the disorganized
response that unfortunately ensued.”

Systemic risk is further reduced by the
removal of the need for a central authority.
There is no single point of failure, as there
is if a clearinghouse, exchange or trading
platform holds the only authenticated
set of records on its central server. This
danger was clearly illustrated by the recent
Equifax data breach, which put millions
of Americans at risk of identity theft after
the system’s gatekeeper was compromised.
The distributed nature of data storage gives
the shared ledger far more resilience than it
would have if it were just stored by a single
central party, because it can be reconstructed
as long as any single participant maintains
a copy. But it cannot be modified unless
51 percent (or whatever other majority is
specified by its consensus protocols) of the
blockchain’s members agree that the change
is valid, making hacking very difficult.

Yet, at its most basic, blockchain is simply
a way of digitizing a chain of title or custody.
And because of that, its potential use ranges
far outside the financial sector. The Recorder
of Deeds in Cook County, Illinois, tested a
pilot program for using blockchain to track
real estate conveyances.' Illinois is also
exploring a proposed framework to issue birth
certificates for citizens using a blockchain
that could become the foundation for a
government-issued secure digital identity.
It would be the first of its kind in the U.S.»
Nevada’s Senate Bill 398, recently signed
by the governor, gives legal recognition to
blockchain-based electronic records, signatures
and contracts, and it bans local authorities

from imposing taxes, requiring any person

or entity to obtain a certificate, license or
permit, or imposing any other requirements in
connection with the use of blockchains.'®

Earlier this year, the U.S. Department
of Health and Human Services hosted a
“Blockchain in Healthcare Code-A-Thon”
designed to explore blockchain’s potential to
store medical records and manage patients’
digital identities.”” And the U.S. Department
of State is holding a public workshop dedicated
to discussing blockchain’s potential uses in
development and diplomacy,'® building on
a previous initiative, the Federal Blockchain
Forum,” that it hosted in July in collaboration
with the General Services Administration’s
Emerging Citizen Technology program. The
GSA maintains a database for federal agencies
and U.S. businesses interested in implementing
blockchain solutions within government, which
so far has received more than 200 submissions.*

As these uses in different contexts
demonstrate, blockchain is “asset agnostic,
and its characteristics make it suitable for
a wide range of potential applications. We
believe that the explosion of attention paid to
it in recent months is unlikely to slow down.
If anything, as investment in research and
development and adapting the technology
to concrete uses progresses, and as new uses
continue to be identified, we believe interest in
blockchain will only increase.

Market participants should endeavor to
keep up to date with what is happening in
their industries and their markets, because at
this point, one thing is very clear: Blockchain
technology is here to stay.
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