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Information Security

Information is a key asset to Clifford Chance and consequently needs to be appropriately managed and
protected to ensure it is not inadvertently disclosed, lost, stolen or altered. Our suppliers are expected to have
effective processes and procedures in place to control and manage third party access to protected information
and the premises, information technology and telecommunications systems, applications and services, and
maintain confidentiality, integrity and availability of the services provided to the firm. This section outlines the
minimum standards Clifford Chance expects from our third parties, their subsidiaries, subcontractors and in
their end-to-end supply chain, to support good information security management.

Compliance The Supplier shall implement, maintain and abide by a written information security
programme, including appropriate policies, procedures, risk assessment and other
technical and organizational measures that are no less onerous than accepted industry
practices (including the International Organization for Standardization's Standards:
ISO/IEC 27001 — Information Security Management Systems, The National Institute of
Standards and Technology (NIST) Cybersecurity Framework, or other applicable
industry or national standards for information security.) These should be made
available to Clifford Chance upon request. Where appropriate the Supplier shall agree
to be audited on compliance with these standards.

Contractual requirements The Supplier shall enter into a written contract with appropriate information security
obligations taking into account the requirements of applicable law and accepted
industry practices to support the protection of protected information and the
premises, information technology and telecommunications systems and services and
ensure the continued security of information and systems in the event an agreement is
terminated or transferred to another supplier.

Data Storage & Transmission The Supplier shall ensure that all Clifford Chance data entrusted to it is encrypted both
at rest and in transit with industry standard measures. Data at rest should be
encrypted with no less than 128-bit Advanced Encryption Standard (AES-128) and, as a
minimum, all network transmission should be encrypted using Transport Layer Security

(TLS) 1.2.
Data Transfer, Deletion & The Supplier shall return, delete, destroy or anonymise personal data as instructed by
Destruction Clifford Chance unless it is necessary to retain the personal data for the purpose of

complying with a legal obligation or to defend a legal claim.

The Supplier shall ensure that any data returned is presented in a reasonable format
that is capable of being utilised by Clifford Chance and/or a successor supplier,
ensuring that a suitable process is identified to enable the migration of such data to
any new system or service.

The Supplier shall ensure that the data are not compromised during exit and that post
completion of the agreed termination period the Supplier shall cease to use Clifford
Chance’s data. At the direction of Clifford Chance, the Supplier shall:

a) Provide Clifford Chance and/or a successor supplier with a complete and
uncorrupted version of the data in an electronic form or such other format as
specified to Clifford Chance; or

b) Destroy, including removal of any hard disk, or return all copies of the data and
confirm in writing that
such destruction has taken place. Clifford Chance may request a destruction
certificate from the Supplier as evidence.

The Supplier shall erase from any computers, storage devices and storage media that
are to be retained by the Supplier after the end of the agreed termination period any
software containing intellectual property rights owned by Clifford Chance.
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Information Security

(continued)

Organisational and
technical security

Data security incidents

Employees

Use of Cloud / Third-Party
Applications

The Supplier shall take appropriate measures to protect Clifford Chance’s information
and data from accidental, unauthorised, or unlawful destruction, loss, alteration,
disclosure or access.

The Supplier will work with Clifford Chance to ensure that any data or information
assets are shared securely.

The Supplier shall take appropriate measures to secure Clifford Chance’'s data from
unauthorised exfiltration and leakage.

The Supplier shall notify and provide reasonable details to Clifford Chance without
undue delay, and in accordance with the terms and conditions of its agreement with
Clifford Chance, if it becomes aware of, or comes to have reasonable grounds to
suspect, the occurrence of any security breach or incident revealing a material
weakness in the security of services provided.

The Supplier shall be subject to appropriate Information Security approved access
control measures and conduct appropriate due diligence when hiring new employees
and contractors.

All Supplier employees with access to Clifford Chance’s data should be informed of the

data security requirements applicable to their role and be expected to commit to
appropriate confidentiality terms.

The Supplier shall not place any protected information within a cloud-based or other
third-party system except with Clifford Chance’s prior written approval.
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