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Managing the regulatory storm for cloud services — APRA's

Information Paper

The Australian Prudential Regulation Authority (APRA) has released an
information paper (Information Paper) on prudential considerations and key
principles in relation to outsourcing involving shared computing services"
(whether it be hardware infrastructure or software), including cloud services.
The Information Paper follows APRA's observations of an increase in the
volume, complexity and materiality of outsourcing arrangements involving
shared computing services and an expectation that this will continue to evolve.

APRA acknowledges that while
shared computing services may bring
benefits, such as increased
economies of scale, it will also bring
its associated risks. The Information
Paper identifies several risks
associated with shared computing
services and outlines various
prudential considerations and the key
risk management and mitigation
principles that APRA-regulated
entities (Entity) need to consider
when contemplating the use of shared
computing services.

The Information Paper reaffirms the
need for an Entity to implement
proper risk management practices
when considering the use of shared
computing services, and to ensure
they meet their prudential obligations.

Risk Management
Considerations

In APRA's view, public cloud?
arrangements have not reached a
level of maturity commensurate with
usages, which would have an
extreme impact if a disruption occurs.
Accordingly, APRA has outlined the
following areas for consideration by
Entities when utilising shared
computing services.

Strategy/Planning

Rigour must be exercised when
planning a transition from the current
state to the desired IT architecture
and proposals should not be driven
solely by cost considerations.

Governance

An Entity's board of directors, senior
management and relevant internal
governance body should form a view
as to the adequacy of the risk and
control frameworks to ensure that any
shared computing services
arrangement remains within the
Entity's risk appetite.

The Board of directors, senior
management and relevant internal
governance body will need to
understand the consequences if risks
are realised and the adequacy of risk
mitigation procedures in place,
including any material changes to the
shared computing arrangements.

Selection process

A comprehensive due diligence
process (including independent risk
assessments) would normally be
conducted to verify the maturity,
adequacy and appropriateness of the
provider of shared computing services
and the services selected.

Entity's governance authority
should be informed of matters
such as:

B Doth initial and ongoing risk
management, assessments
and assurance frameworks;

B results of any due diligence
reports and any assurances;
B the relevant business case

and any alternatives to
shared computing platforms;

B operating and security
models;

B relevant regulatory standards
and guidance; and

B continuity of service strategy
if an outage occurs.

APRA suggests that Entities should
consider the use of Australian hosted
solutions, and solutions that are used
by other parties with comparable
security requirements and risk profiles,
as a means of reducing inherent risk
of losing confidentiality and the
integrity of shared computing systems.
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Selection of providers should
consider:

B ability to meet performance,
security, resilience,
recoverability and any other
business requirements;

B adequacy of the external
service provider's security
systems and practices;

B adequacy of ongoing
monitoring to ensure
software operates as
intended; and

B the ability to transition to an
alternative service provider
(including the ability remove
sensitive it assets from the
incumbent provider's
environment).

Transition approach

When transitioning to shared
computing services, Entities should
take a cautious and measured
approach, particularly if there are
heightened risks®. Furthermore,
transitions should take a staged
approach.

Entities should:

B pilot transition with low risk
initiatives and assess
suitability before moving to
more sensitive data;

B continually assess changes
to risk profile during
transition; and

B establish separate
clearance procedures for
each stage of the transition.
environment).

Risk assessments & security

Entities are expected to conduct
comprehensive security and risk
assessments periodically and on
material changes to circumstances.

A comprehensive risk assessment
includes consideration of factors such
as the nature of the service (including

specific underlying arrangements, the
provider and the location of the
service), criticality* and sensitivity® of
the IT assets and data involved, the
transition process, and the operating
model.

Reports on risks should be clearly
described so that management and
internal governance authorities have
a comprehensive understanding of
the actual risks, including through the
use of a scenario analysis of possible
security events.

Security considerations:

B appropriate isolation from
third parties' information;

B restricting access based on
time and capability to
perform an authorised
activity, as well as restricting
the number of people who
are able to access certain
information;

B multi-factor authentication;

B protecting sensitive data,
both in transit and at rest,
through cryptographic
techniques; and

B introduce logging and other
control mechanisms for
administrator functions.

Management of service providers

Entities benefit from proactive
management of shared computing
service providers and receiving
information on a regular basis to
enable effective oversight. This
would typically include ongoing
notification arrangements being put in
place between the Entity and the
service provider. Further, an Entity
should have access to the service
provider's information and personnel
under various scenarios, including in
the event of a security incident.
APRA believes that ongoing
management would generally include
aligning and monitoring alignment of
the Entity’s IT environmental

requirements to those provided by the
shared computing service.

Business disruption

Recovery capability ensures that the
IT environment can meet business
recovery objectives in the event that
IT assets become unavailable,
whether in the event of a security
incident or otherwise.

APRA has set out the following
considerations as part of effective
recovery capability.

Disruption considerations:

m  clarify roles and
responsibilities between the
entity and service provider in
the event of a disruption;

B clarify the state to which the
shared computing service
will be recovered and the
effect this level would have
on the entity's operations
(including data, software and
software configuration);

B ensure the recovery systems
are not exposed to the risk
of the same event impacting
the primary systems; and

B test recovery platforms and
plans to ensure readiness in
the event of a disruption.

Assurance

An Entity should normally seek
regular assurance that risk and
control frameworks, and their
application, are designed and
operating effectively in order to
manage the risks associated with the
use of a shared computing service.
This assurance should provide the
Entity with the same level of
assurance as an internal audit.

APRA acknowledges that providing
this level of assurance may be a
burden to the service provider.
Therefore, the Entity is encouraged to
undertake a collaborative assurance
model where available sources of
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assurance, such as certifications or
internal audits from the service
provider, are taken into account.

Additional assurance work may be
necessary when there are material
changes to the shared computing
service.

Consultation with APRA

Entities are required to consult with
APRA prior to them entering into an
outsourcing agreement involving a
material business activity where
offshoring is involved.

However even where offshoring is not
involved, APRA has encouraged
Entities to engage with them in
consultations where there is a
proposed use of shared computing
services involving heightened

come from an increased likelihood of
disruption or where a disruption would
result in a significant impact on the
Entity's operations.

Conclusion

The Information Paper provides
useful practical steps that can be
taken to manage risks when
transitioning to shared computing
services. APRA has encouraged
Entities to engage in ongoing
dialogue with APRA to ensure that
prudent practices are in place to
mitigate any risks associated with the
use of shared computing services.
Given that the use of shared
computing services is expected to
continue to grow, evolve and become
more complex in the future, this will
continue to be a growing area of

! "shared computing services" refers to
arrangements involving the sharing of IT assets
with other parties (whether labelled cloud or
otherwise)

% as opposed arrangements where IT assets are
dedicated to a single entity (including "private
cloud" arrangements)

3 Heightened risks occur when shared computing
services involve highly critical or sensitive IT
assets which can cause a significant impact on
the Entity's operations if a disruption event, such
as breach of confidentiality or system integrity,
occurs.

* A measure of the impact of a loss of service
availability.

5 A measure of the impact of a loss of either
confidentiality or integrity.

inherent risks. This is regardless of interest for APRA.
whether the heightened inherent risks
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